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CTpyKTypy 3aKOHOJABCTBA, IO PETYJIO€ BIJHOCHHH 13 3axXHCTy iH(OpMAIli yTBOPIOIOTH
Koncrurynis Ykpainu, 3araibHi i crieniaibHi HOpMaTUBHO-TIPABOBI aKTH.

J1o 3arajgpbHUX HOPMAaTUBHO-IIPABOBUX aKTiB HAJIE)KATh:

3akon Ykpainu «I[Ipo nepkaBHy TaemHHIIO». Lleii 3akoH perynroe CycHuIbHI BiJIHOCWHH,
OB’ s13aHi1 3 BiIHECEHHM 1H(opMaIlii 10 IepKaBHOT TAEMHHIII, 3aCEKPEUyBaHHSIM, PO3CEKPEUYBaHHIM
il marepiallbHUX HOCIIB, MOPSAIKOM JOCTYIY O JEpXKABHOI TAEMHHIII Ta OXOPOHOIO JIE€pXKaBHOI
TAEMHULI 3 METOI0 3aXUCTY HALlIOHAJIbHOI Oe31eku Y KpaiHu.

3akon Ykpaiau «IIpo indopmartiro». Bin nae BuznaueHHs iHGOpMAIlii, BCTAHOBIIOE 3arajibHi
MIPaBOBI OCHOBH OJIEp>KaHHs, BUKOPUCTAHHS, TIOIMIMPEHHA Ta 30epiranus iHdopMariii, 3aKpiriroe mpaBo
ocobu Ha iH(DopMaIlito B ycix chepax CyCHUIBHOTO 1 JEPKaBHOTO KUTTS YKpaiHH, a TAaKOXK CHCTEMY
iHdopmarrii Ta 3a6e3nedye ii 0XOpPOHY, 3aXHIINae 0co0y Ta CYCIIILCTBO BiJl HEMPaBAUBOI iH(popMaIrii.

3akoH Ykpainu «lIpo HaykoBo-TexHiYHY iH(OpMaIliI0» BH3HAYAE OCHOBH  JEpPKAaBHOI
MOJIITUKM B Taiy3i HAyKOBO-TEXHIYHOI iH(popMallii, mopsaaok 11 hopMyBaHHS 1 peanizailii B iHTepecax
HAYKOBO-TEXHIYHOTO, EKOHOMIYHOTO 1 COI[IaJIbHOTO TPOTPECy KpaiHH, PEryJoe MpaBoBi i EKOHOMIYHI
BITHOCUHM T'POMaJIfH, IOPUIMYHUX OCi0, Jep’kaBH, 1[0 BHHUKAIOTh HpPU CTBOPEHHI, OJEpXKaHHI,
BUKOPHCTaHHI Ta MOIIWPEHHI HAYKOBO-TEXHIUHOI iH(popMarIii.

3akonu VYxkpainn «lIpo Haumionansny mnporpamy indopmatuszanii», «lIpo Konneniito
Hamionanenoi nporpamu indopmatusamii». Hamionanena mporpama indopmartu3aiii, HeBix €éMHOIO
YaCTUHOIO SKO1 € iH(omaIlliliHa 0e3rneKa, BU3HAYa€e CTpPATEriio po3B’s3aHHS MpoOeMH 3a0e3NeYeHHS
iHpopmaniiiHux moTped Ta iH(QOpMAaiHOI MIATPUMKH COLIATbHO-EKOHOMIYHOI, €KOJIOT14HOi,
HAyKOBO-TEXHIYHOi, OOOpPOHHOI, HAIIOHATBHO-KYJIBTYpPHOI Ta 1HIIOI [iAIBHOCTI Yy cdepax
3arajibHOJICPKABHOTO 3HAUCHHS.

3akoH Ykpainu «IIpo enekTpoHHI JOKYMEHTH Ta €JIeKTPOHHUH JOKYMEHTOOOIr» BCTAHOBIIIOE
OCHOBHI  OpraHi3aliiHO-TIpaBOBI 3acaau €JIEKTPOHHOIO JOKYMEHTOOOIr'y Ta BUKOPHUCTaHHS
€JIEKTPOHHUX JIOKYMEHTIB.

CrneuianpHi HOPMAaTUBHO-TIPABOBI aKTH BU3HAYalOTh KOHKPETHI METOAM Ta 3acO0M 3aXUCTy
iHpopMalii, HOpsI0K po3pOoOIEHHS Ta eKCILTyaTalil 3aXUIEHNX CUCTEM.

3akon Ykpainu «IIpo 3axucrt iHdopmalii B aBTOMaTH30BaHUX cHUCTeMax». MeTo IbOro
3aKOHY € BCTAHOBJIEHHS OCHOB DETYJIIOBaHHsS IMPAaBOBMX BITHOCHH WIOAO 3axHUCTy iH(popMmalii B
aBTOMATH30BaHUX CHCTEMaX 32 YMOBH JOTPHMAaHHS IpaBa BIACHOCTI TpOMaJsiH YKpPaiHU 1 FOPUANIHUX
oci06 Ha iH¢opMalio Ta MpaBa AOCTYIy 0 Hel, mpaBa BiIacHUKa iH(opMarii Ha ii 3aXUCT, a TaKOX
BCTAHOBJIEHOTO YMHHUM 3aKOHOJIaBCTBOM OOMEXEHHS Ha JOCTYI J0 1H(popMallii.

3akoH VYkpainu «[Ipo enexkTpoHHMH UMGPOBUII MIANUC» BHU3HAYAE€ TPABOBUN CTaTycC
€JIEKTPOHHOTO NU(PPOBOTO MIAMUCY Ta PETYIIOE€ BIJIHOCHHHU, IO BUHHUKAIOTH IMPU BUKOPHUCTAHHI
€JIEKTPOHHOT'0 IIU(PPOBOTO MiITHUCY.

[TocranoBa KaOinery wminicTpiB Ykpainu Big 29.03.2006 p. Ne 373 «IIpo 3arBepkeHHS
npaBua  3a0e3meyeHHs 3axucTty iHpopmamii B iHGOpMaliMHUX, TEJIEKOMYHIKalIHHIX Ta
1H(popMaLIHHO-TEIeKOMYHIKAIIMHUX cuctemax». Lli mpaBwia BHU3HAuYalOTh 3arajibHi BUMOTH 1
opraHizaliiiHi OCHOBM 3a0e3leueHHs 3axucTy iHpopMallii, I10 € BIACHICTIO JAepkaBu abo
1H(pOopMaIli€I0 3 0OMEKEHUM JIOCTYIIOM.

Va3 Ilpesunenrta Ykpainu «IIpo [lonoxxeHHs mpo TeXHIYHMIN 3axXUCT iHPOpMarii B YKpaiHi».
Ile ITomoxxeHHs BWU3HAYa€ TPABOBI Ta OpraHizamiiiHI 3acagl TEXHIYHOTO 3aXHCTy BaXKJIMBOI IS
Jiep>KaBU, CYCIUIBCTBA 1 0coOu iHpopMallii, 0XopoHa sIKoi 3a0e3MeuyeThCs Iep’KaBo0 BiINOBITHO 10
3aKOHOJIaBCTBA.

[TocranoBa KaGinery minictpiB Ykpainu «IIpo 3arBepmxenns Konueniii TeXHIYHOTO 3aXUCTY
iHdopmartii B Ykpaini». s Konmenmiss BU3Ha4Yae OCHOBH JIepyKaBHOI TOJITHKH Yy cdepi 3aXUCTy
iHpopMarii iHKEHEPHO-TEXHIYHUMH 3aX0[aMH.

Vka3 [lpesunenta Ykpainu «I[Ipo aeski 3aX0ay MO0 3aXUCTy JACPKAaBHUX 1H(OpPMAIiHHUX
pecypciB y Mepexax Iepenadi NaHuX», METOI0 SKOTO € IMiJBUIICHHS PIBHSA 3aXUCTy JepKaBHUX
iHQopMaIIHHUX pecypciB y Mepexax Iepefadi JaHux, 3abe3nedeHHs iH(oOpMaIiiHOi Oe3rmeKku
JiepIKaBH.



Vka3 Ilpesunenra Ykpainu «lIpo IlomoxxeHHs mpo MOPSAOK 3iHCHEHHS KpUNTOTPadidHOTO
3axucty iHdopmarii B Ykpaini». Lle [lonoxeHHsI BU3HAYa€e MOPSIIOK 3iMCHEHHS KpUNITOrpadiyHOrO
3axucTy iH(popmarlli 3 0OMEKEHUM TOCTYIIOM, PO3TOJIOMICHHS SKO1 3aBIae (MOXE 3aBJaTH) IIKOIU
JiepKaBi, CyCIILCTBY a00 0CO0i.

Haka3 [lenapTameHTy creriadbHUX TEICKOMYHIKAI[IMHUX CHUCTEM Ta 3axucTy  iHdopmarrii
Cayx0u Oesnexu Ykpainu «IIpo Buecenns 3min 1o Ilomoxenns «IIpo mopsmok po3poOiieHHS,
BUPOOHMIITBA Ta €KCIUTyaTallii 3aco0iB KpunTorpadiuHoro 3axucty KoHQIAEHIIHHOI iHGopMaIlii» Bif
30.04.2004, Ne 30 (mami Haka3).

JACTY 4145-2002 Kpuntorpadiuauii 3axuct iHpopmartii. [{ludopBuii miamnuc, mo rpyHTYyeThCS
Ha eNNTUYHUX KpUBUX. POpMyBaHHS Ta NEPEBIPIHH.

3rigno 3i cr. 1 3akony Ykpainu «IIpo iHdopmamito» iHdopmarliiss — 1e JOKyMEHTOBaHI a0o
MyOJITYHO OTOJIOMICHI BiIOMOCTI MPO MOJIl Ta SBHINA, IO BiAOYBAaIOThCSA y CYCIUIBCTBI, JEp)KaBl Ta
HaBKOJIMIIHBOMY NPUPOJTHOMY CEPEIOBHILI.

Pexum poctyny npo iHdopmanii — 1e mnepeabadeHHil MPaBOBUMH HOpPMaMHU IOPSIOK
OJIepKaHHS, BAKOPUCTAHHS, MOIIUPEHHS 1 30epiranHs iHdopmarrii.

3a pexxuMoM JocTymy iHpopMallis NOIUIIETbCS HA BIAKpUTY iH(DOpMalio Ta iHbopMalio 3
O0OMEKEHUM JTOCTYIIOM.

JepxaBa 3[1MCHIOE KOHTPOJIb 332 peXUMOM AocTyny no iHdopmanii (ct. 28 3akony «lIpo
iHpOpMaIIio»).

[adopmariiss 3 0OOMEKEHUM JOCTYIIOM 3a CBOIM IIPaBOBUM PEXKHUMOM MOMIISETHCS Ha
KOH(QIACHIIIIHY 1 TaEMHY.

Koninenmiitna indopmaitis — 11e BiIOMOCTI, SIKi 3HAXOAATHCS Y BOJIOAIHHI, KOPUCTYBaHHI 200
PO3MOPSIHKEHHI OKpeMuX (DI3UYHUX YW IOPUAMYHUX OCI0 1 MOMIMPIOIOTHCS 3a 1X OaKaHHSM BiIIOBIIHO
1o nependadeHux HuMu ymoB (ct. 30).

Jo TaemHOi iHpopMamii HaneXHTh iHGOpPMAlif, IO MICTHUTH BiJOMOCTI, SIKi CTAHOBISTH
Jiep>KaBHY Ta IHIIY mependadyeHy 3aKOHOM TAa€MHMIIO, PO3TOJIOIIEHHS AKOi 3aBAa€ IIKOAU 0coOi,
CYCIUIBCTBY 1 J€pXKaBi.

Binnecenns iHdopmaiii A0 Kareropii TaeMHUX BIIOMOCTEH, sSIKi CTaHOBISATH JAEpKaBHY
TAEMHUIIIO, 1 IOCTYTI /10 HET TPOMAJISTH 3/IIHCHIOETHCS BIMOBITHO /10 3aKOHY PO 110 1H(OpMAIIiTO.

[Topsimok o0iry TaeMHoi iH(oOpMaIii Ta i 3aXUCTy BU3HAYAETHCS BIAMOBIIHUMU JI€P’KaBHUMHU
OpraHaMH 3a YMOBH JI0JICP’KaHHs BUMOT, BCTAHOBJICHHUX IIUM 3aKOHOM.

[Topsimox 1 TepMmiHM OOHapoJyBaHHS TaeMHOI iH(popMalii BH3HAYAIOTbCA BiJIOBITHUM
3aKOHOM.

Indopmartis 3 oOMekeHUM JOCTYHOM MOXe OyTH momupeHa 6e3 3roju ii BIacHUKA, SIKIIO LIS
iH(}OopMaIlig € CyCrniibHO 3HAYUMOI0, TOOTO SKIIIO BOHA € MPEIMETOM I'POMAJICHKOTO THTEPECY 1 SKIIO
IIPaBO IPOMAJICHKOCTI 3HATH 1110 1H(OpMaIlito epeBaXkae MpaBo ii BIacHUKa Ha ii 3axuct (ct. 30).

JlepaBHa TaeMHUIS — BHUJl TaeEMHOI 1H(OpMaIlii, 10 OXOIUIIOE BIAOMOCT1 y cdepi 000poHH,
€KOHOMIKHM, HayKH 1 T€XHIKH, 30BHIIIHIX BIJIHOCHH, JEPXaBHOI O€3MEeKH Ta OXOPOHM IMPaBOMOPSAKY,
PO3TOJIONIEHHS SIKUX MOX€E 3aBJaTH IIKOIM HallloHaJIbHIM Oe3neni YKpaiHu Ta Kl BU3HAHI y MOPSAKY,
BCTAaHOBJICHOMY LIMM 3aKOHOM, JIEPXKABHOIO TAEMHHIICIO 1 MUIATalOTh OXOPOHI JepkaBoio (cT. 1
3akony Ykpainu «IIpo nepxaBHY TAEMHUIIIOY).

JlamMo BH3HAUEHHS TaKUM BAXKJIMBUM MOHSTTSM, SIK JIOIYCK Ta JJOCTYII 0 CEKPETHOI iH(popuaii
(ct. 1 TOTO % 3aKOHY):

Jlomyck 10 aepaBHOT Ta€MHMII — OPOPMIICHHS MpaBa IPOMAaTHIUHA HA JOCTYM J0 CEKPETHOT
1H(popMmarii.

Joctyn 1o faep)kaBHOI Ta€MHUII — HaJaHHS IOBHOBaXXHOIO ITOCAI0OBOI0 0CO0O0I0 J03BOIY
IrpOMaJISHUHY Ha O3HAaHOMJIEHHS 3 KOHKPETHOIO CEKpeTHOI0 i1H(OpMalli€l0 Ta MpPOBaKEHHS
TISUTBHOCTI, MOB’S3aHOT 3 JIEP)KABHOIO Ta€MHUIICI0, a00 O3HAMOMIIEHHS 3 KOHKPETHOIO CEKPETHOIO
iH(opMmarIliero Ta TPOBAPKEHHS MiISUTBHOCTI, IMOB’A3aHOT 3 JIEPKABHOIO TAEMHUIICIO, ITIEI0 MTOCAIOBOIO
0c00010 BIAMOBIAHO 110 ii CITy’KOOBUX MOBHOBAXXEHb.

OxopoHa Jep>kaBHOT TAEMHHUII — KOMIUIEKC OpPraHi3amiifHO-TIPaBOBUX, 1HKEHEPHO-TEXHIUYHUX,
KpUNTOrpaiuHuX Ta  ONEPaTUBHO-PO3IIYKOBHUX  3aXOMiB, CIPSIMOBAaHMX Ha  3amoOiraHHs
PO3TOJIONICHHIO CeKpeTHOT iH(opmarrii Ta BTpaTam i MaTepiaibHUX HOCIIB (CT. 1).



Kpunrorpadiuamii 3axuct cekpeTHoi iHpopMaIlii — BUJ 3aXHUCTY, IO PEaTi3yEThCS MIITXOM
nepeTBOpeHHs iH(opMalii 3 BHUKOPUCTAHHSAM CIELiaIbHUX JaHUX (KIIOYOBHMX JaHUX) 3 METOI0
NMpuXoByBaHHA (a00 BiIHOBJIEHHS) 3MICTy iH(OpMAaIlii, TATBEPIKEHHS 1 CIIPaBXKHOCTI, IUIICHOCTI,
aBTOPCTBA TOWLIO (Ta X CTATTHA).

TexHIYHMI 3aXHUCT CEeKpeTHOi iHdopmallii — BUA 3aXUCTy, CHOPSIMOBaHUN Ha 3a0e3MEUCHHS
1H)KCHEPHO-TEXHIYHUMHU 3aX0JaMi KOH(IACHIIHHOCTI, IITICHOCTI Ta YHEMOXJIMBIICHHS OJIOKYBaHHS
iHdopmartii (Ta x cTarTs).

3 METOI0 OXOPOHU JIEP’KaBHOI TAEMHUII BIPOBAKYIOTHCS:

— €IMHI BUMOTHU JI0 BUTOTOBJICHHS, KOPUCTYBaHHS, 30epekeHHs, nepeadi, TpaHCIOPTYBAHHS
Ta 00JIIKYy MaTepiaJbHUX HOCIIB CEKpeTHOT iH(hopMarlii;

— JIO3BUIBHUI TOPSAIOK TNPOBA/PKEHHS OpraHaMH JepKaBHOI BJIagd, OpraHaMU MICIIEBOTO
CaMOBPSyBaHHS, NIANPHEMCTBAMM, YCTAaHOBAMH Ta OpraHi3alisiMM [iSUIbHOCTi, IIOB’S3aHOI 3
JepKaBHOIO TAEMHUIIEIO;

— 0OMEXEHHSI ONPWIIOJHEHHS, Nepeaayl iHImIKA JepkaBi a00 MOIIMPEHHS IHIIMM MUITXOM
CEeKpeTHOI iH(popMmartii;

— oOMekeHHs 11010 TepeOyBaHHs Ta MisJIbHOCTI B YKpaiHi iHO3eMIIiB, 0ci0 0e3 rpoMasiHCTBa
Ta 1HO3EMHHUX IOPUAMYHUX OCIO, iX JOCTymy 1O NEep>KaBHOI TAEMHHUIl, a TAaKOX pO3TallyBaHHA 1
MepeMineHHs 00’ €KTIB 1 TEXHIYHUX 3aC00iB, O iM HAJICKATH;

— 0cOOIMBOCTI 3[IHCHEHHS OpraHamMH Jep>KaBHOI BIaau iX QyHKIII 1010 OpraHiB Jep>KaBHOT
BJIa/IM, OPTaHiB MICIIEBOTO CaMOBPSIYBaHHS, MIANPUEMCTB, YCTAHOB 1 OpraHizaiiid, MiSIbHICTh SAKHX
OB s13aHa 3 IP’)KaBHOIO TAEMHUIIEIO;

— PeXHM CEKPETHOCTI OpraHiB Jep>KaBHOI BJaJM, OpPraHiB MICIEBOTO CaMOBPSAIyBaHHS,
MiJIPUEMCTB, YCTaHOB 1 OpraHizaiii, MmO NpoBaAsTh MAiSUIbHICTH, IOB’SI3aHY 3 JEP>KAaBHOIO
TAEMHHULIEIO;

— crieuiaJbHUI MOPSIOK JOMYCKY Ta AOCTYIY TPOMAJISH /10 Iep KaBHOI TAEMHHMII],

— TeXHIYHUI Ta KpuntorpapiuyHui 3aXUcTi cekpeTHoi iHpopmarii (cT. 18 Toro x 3akoHy).

Opranu nep)kaBHOI BIIQJH, OPTaHU MICIIEBOTO CaMOBPSIyBaHHS, IiIPUEMCTBA, YCTaHOBH,
oprasizaiii MawTh MpPaBO MPOBATUTH MiSUIbHICTH, IOB’S3aHY 3 JIEPKABHOIO TAEMHUIICIO, MICH
HagaHHsd M Ciyx60t0 Oe3nekn YKpaiHu CHEelialbHOro J03BOJIy Ha MPOBAPKEHHS ISJIBHOCTI,
OB’ SI3aHOI 3 IepKaBHOO TaeMHUIIEHO (CcT. 20).

BianoBiganbHICTh 3a MOPYIIEHHS 3aKOHOJIABCTBA MpO 1H(OPMAILI0 HECYTh OCOOM, BHHHI Yy
BUYMHEHHI TaKUX MOPYIIEHB, SK:

— PO3TOJIONIEHHS JEepPKaBHOI a0 1HIIOI TAEMHHUIIl, IO OXOPOHSETHCS 3aKOHOM, OCO00I0, SKa
MTOBHHHA OXOPOHSTH ITI0 TAEMHHUIIIO;

— MOpYILIEHHS NOpAAKY 30epiranHs iHpopmartii;

— HaBMHCHE 3HMIIEHHS 1HpOpMaIIii;

— HEOOrpyHTOBaHE BiJIHECEHHs OKpPEeMHUX BHIIB iHQopmauii A0 KaTeropii BimomMocTei 3
00OMEXKEHHUM JTOCTYIIOM;

— MOPYULIEHHSI MOPSAKY OOJiKy, 30epiraHHs 1 BUKOPHUCTAaHHS JOKYMEHTIB Ta IHIIMX HOCIIB
iHpopmanii, siki MICTATh KOH(DiNeHMIMHY 1H(pOpMaliio, 10 € BIAaCHICTIO JepxkaBu (cT. 47 3akoHy
VYkpaian «IIpo iHpopMmaliiroy).

EnekTpoHHMII JTOKYMEHT — [OKYMEHT, iHopMallis B sKoMy 3adiKcOoBaHa Yy BHIJISI
€IIEKTPOHHKUX JaHHMX, BKIIOUYAIOYM OOOB’SI3KOBI PEKBI3UTH JOKyMeHTa (cT.5 3akoHy Ykpainu «lIpo
€JIEKTPOHHI JJOKYMEHTH Ta €JIEKTPOHHUM JOKYMHT0001r»). Cy0’€KTH €EeKTPOHHOTO JTOKYMEHTOOOITY,
K1 3OIMCHIOIOTH HOro Ha JOTOBIPHUX 3acajaX, CaMOCTIHHO BHU3HAYAKOTh PEXHM JOCTYIY IO
€JIEKTPOHHUX JOKYMEHTIB, 1[0 MICTATh KOH(IAEHIINHY 1H(OpMallil0, Ta BCTAHOBIIOIOTH ISl HUX
cucTemy (CrmocoOu) 3aXHCTy.

[TepeBipka IITICHOCTI  €JIEKTPOHHOTO JIOKYMEHTAa TPOBOJIUTHCS IUISIXOM  TEPEBIPKU
€JIIeKTPOHHOTO mudpoBoro mignucy (cr. 12). EnxexTpoHHU# mignuc € 000B’S3KOBHM PEKBI3UTOM
€JICKTPOHHOTO JIOKYMEHTA, KM BHUKOPUCTOBYEThCS IS ieHTH(IKAIi aBTOpa Ta/abo miamucyBava
eJIEKTPOHHOT'O JOKYMEHTAa IHIIUMH Cy0’ €KTaMH €JIEKTPOHHOro MOKyMeHTooOiry (ct. 6). Lle mani B
€JEKTPOHHIN (HopMi, SKI TOAAIOTHCS A0 1HIIMX €JICKTPOHHUX JaHUX a0o0 JIOTIYHO 3 HUMH IIOB’s3aH1 Ta
npu3HaveHi Ui igeHTudikamii mignmucyBada IUX MaHUX. EJEKTpoHHWI IUQPPOBUN MiANMUC — BUA
€JIEKTPOHHOTO MIAMKCY, OTPUMAHOTO 3a PE3yNbTaTOM KpUNTOrpadivyHOTO TEPETBOPECHHS HAOOPY



EJICKTPOHHMX JaHUX, IKUH JOMAETHCS JI0 IbOro HaOOpy abo JOTIYHO 3 HUM MOEAHYETHCS 1 1a€ 3MOTY
MIATBEPIUTH HOTO IIUTICHICTh Ta iAeHTU(IKYBATH MiAMKCyBada. EIEKTpOHHWA HUPPOBUIN MiIIHC
HAKJIaJJA€ThCS 32 JOMOMOTOK OCOOMCTOTO KIII0UYa Ta MEPEBIPSETHCS 3a JOMOMOTOK BIJIKPUTOTO KITFOYA.
Jle ocobucTuil K04 — 1€ MapaMeTp KpUOTOrpadiuHOro aiaroputmy (OpMyBaHHS €IEKTPOHHOTO
nupoBOro MmMANucy, AOCTYIHUW TUIBKM TWIiANUCYBady, a BIAKPUTHH KIHOY — 1€ I[apaMeTp
KPUNTOTPa(iuHOro arOPUTMY HEPEBIPKH EIEKTPOHHOTO IHU(PPOBOTO MiANKCY, JOCTYIHHHA Cy0 €KTam
BIIHOCHH y c(epl BUKOPUCTAHHS €JIeKTpOHHOro nudposoro mianmucy (ct. 1 3akony Ykpainu «IIpo
SJIEKTPOHHUNA TUPPOBUHA MIATIHCY).

EnextponHuii 1udpoBuii mianuc 3a MpaBOBUM CTAaTYCOM IPHUPIBHIOETHCS 10 BIACHOPYYHOTO
mianucy (mevaTku) y pasi, sSKIo:

— €JIEKTPOHHUH HUGPOBUI MIAMKUC MiITBEPHKEHO 3 BUKOPUCTAHHSAM MMOCUIICHOTO cepTudikara
KJIFO4Ya 3a JIONTOMOTOI0 HaIHHUX 3ac001B IM(POBOTO MiAIHUCY;

— MiJ] 4ac MepeBipKd BUKOPHCTOBYBABCS MOCUJICHHN cepTU(iIKaT Kitoya, YAHHUA Ha MOMEHT
HAKJIaJICHHS €JIEKTPOHHOTO U(PPOBOTO MiANHUCY;

— 0coOMCTHH KITIOY MiANKCyBaya BiANOBIAAE BIIKPUTOMY KJIHOUY, 3a3HaYCHOMY y cepTudikari
(ct. 3). ToOTO y TOKYMEHTI, 1110 BUJAAHUN IIEHTPOM cepTU(iIKaIlil KII04iB, KU 3aCB1I4y€ YHHHICTD 1
HAJICKHICTh BIIKPUTOTO Kiroda mignmucyBady. CepTH(iKaTH KIIOUiB MOXKYTh PO3MOBCIO/DKYBATHCS B
eJIeKTpoHHIN popmi abo y popmi TOKyMeHTa Ha mamepi Ta BUKOPUCTOBYBATHUCS M ieHTUIKAI]
ocobu miamucysayva (ct. 1).

Jist mo3HaueHHsI BCi€l 01acTi TAEMHOTO 3B’ SI3KY BUKOPUCTOBYETHCSI TEPMiH KPUIITOJIOTIS, SIKHIA
HOXOIHUTh BiJl TPELBKUX KOPEHIB «Cryptos» — taemuuii ta «l0gos» — moimomiienHs. Kpunromnoris
MOUISAETHCS HA JIBI 00JIacTi: Kpuntorpadito Ta KpUIToaHaIi3. 3aBlaHHs Kpunrorpada — 3a0e3MeunTH
KOH(DIiICHI[IHICTh Ta ayTeHTUYHICTh MOBIIOMJICHD, 5K MEPEAAOThC MO KaHalaxX 3B’S3Ky. 3aBlaHHs
KPUINITOAHATITUKA — 3JIaMaTh CHUCTEMY 3aXHCTy, po3poOiieHy kpurnrorpadamu Oe3 3HAHHS KIIIOYa.
Kitou — 11e neBHUIA ceKpeTHUH cTaH eSKUX MapaMeTpiB arOpUTMY KpUNTOrpadiqyHOTO MepeTBOPEHHS
JaHUX, SIKI 3a0e3MedyoTh BUOIp TUIBKM OJHOTO BaplaHTy 13 BCIX MOXJIMBHUX BapiaHTIB Ui JaHOTO
anroputMy. Ha nanuil 4ac po3pi3Hs€ThCS [Ba KJIACH KPHUITOCHCTEM: CHUMETPHYHI OJHOKIIIOYOBI
KPUIITOCUCTEMHU (3 CEKPETHUM KIIFOUEM) Ta aCUMETPUYHI IBOXKJIFOYOBI KPUIITOCUCTEMH (3 BIAKPUTUM
KItoyeM). B cuMeTpuyHMX KpHUIITOCHCTEMax OJWH 1 TOW CaMUM KJIIOY BUKOPHCTOBYETHCS SIK IS
mmdpyBaHHs, Tak 1 s po3mM(POBYBaHHS JaHUX. B acUMETpHYHHX KpPUNTOCHUCTEMAaX JIs
mudpyBaHHs 1 po3mK(POBYBaHHS BUKOPUCTOBYIOTHCS Pi3HI, ajie B3a€EMOIOB’s3aHi, KJIIOYi, IPUUIOMY
BU3HAYHUTH OJIMH KITFOY, 3HAIOYH 1HIIAHN, MPAKTHYHO HEMOXKITHBO.

Jlo umdpiB, sKi BHUKOPUCTOBYIOTbCS JJsl KpUOTOrpadiuHOro 3axucTy iH(popmarii,
MPEICTABISETHCS PSAJ] IEBHUX BUMOT':

1. JloctaTHsi KpUNITOCTIHKICTb.

2. Tlpocrora mmdpyBaHHS Ta pO3MIUPPOBYBAHHS.

3. Hesnauna HajMIIKOBICTh iH(pOpMaIii B 3B’ 3Ky 3 MIKU(PYBaHHIM.

4. HewyTTeBIiCTh 10 HE3HAYHUX TTOMIUIOK MU(DpyBaHHS.

Kpunrosorisi € 4acCTHHOIO TaKoi HayKH, sIKa HA3UBAETHCS 3aXUCTOM iH(popMaIlii, siIKka 0XOILIIOE,
KpIM TEOPETUYHHX OCHOB, TAKOX TEXHIUHI 3aCO0M, IOPUJIMWYHI aCHeKTH Tollo. TallHOMHC TaKOXK €
IIMPIIAM TOHATTSAM, OCKUIBKM OXOIUTIOE TaKOXX IPUXOBYBAaHHS camMoro (akTy ICHYBaHHS
MMOB1JOMJIEHb.

Bynp—sika crnpoGa 31 CTOpPOHM 3JOBMUCHHMKA pO3MHUGpPYBaTH MUMPTEKCT A OTPUMAHHS
BIJIKpUTOTO TEKCTy abo 3amudpyBaTHd CBiMl BIAaCHUI TEKCT A OTPUMAHHS MPaBAONOIOHOrO
muQpTEKCTy, HE 3HAIOUYM ICTUHHOTO KJI0Ya, HA3UBAETHCA KPUNTOAHATITHYHOIO  aTakolo.
dyHIaMeHTallbHE TIPABUJIO KpUIITOaHAmi3y, Brepiie chopmymnpoBane y 19 cr. romanamnem
A.Kepkxoddom nomnsirae B TOMy, CTIHKICTh HM(PPy a00 KPUNTOCHCTEMH MOBUHHA BU3HAYATUCS TUIBKU
CEKPETHICTIO KJoYa. [HmMMHM cloBaMH, 1€ O3Ha4yae, IO BECh alroOpuTM MUGpyBaHHSA, KpIM
CEKpETHOTO KJIIoYa, BIAOMHUH KPHUNTOAHATITUKY 3JOBMHUCHHUKA. Lle TMOSCHIOETBCS THM, IO
KPUIITOCHUCTEMA, sIKa SIBJISIE COOOI0 CYKYIHICTh almapaTHHUX 1 MPOrpaMHKX 3ac00iB, Ky MOXKHA 3MIHUTH
TIJBKH NPH 3HAYHMX 3aTpaTax yacy i 3aco0iB, TOJI SIK KU 3MIHIOETHCS YK€ JIETKO.

IcHYIOTB Taki TUIH KPUNTOAHATITUYHUX aTaK:



KpunroananaiTuyHa ataka mpu HasIBHOCTI TUIBKH BiIOMOTO IIH(PPTEKCTY.
KpunroananiTuuHa aTaka npu HassBHOCTI BIJOMOTO BITKPHUTOTO TEKCTY.

KpunToananiTiuuHa ataka npu MOKJIHBOCTI BUOOPY BIIKPUTOTO TEKCTY.

KpunroananiTiuuna ataka 3 aJalTUBHUM BUOOPOM BiIKPHTOTO TEKCTY.

KpunToananiTiuuHa ataka 3 BAKOPUCTAHHSIM BUOPAHOTO MIU(PTEKCTY.

KpunroananiTuuHa ataka METOI0M IIOBHOTO NEpedOpPyY BCIX MOMIIMBUX KIIOUIB (OpyTaiabHa
aTaka).
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[IEPECTABISIOTECA 32
BHU3HAUEHUM IIPABWJIOM B Mexax OJoKy 1poro tekcry. lllndpu nepectaHOBKM € HalmpoOCTIIIMMU Ta
HaWJIpeBHIMMMHU UG paMHU.

HaiinpeBnimmuii mmdp —BHKOPI/ICTOByBaBCH B 5 CT. 10 HAWIO1 €pH MPABUTEISAMHU
Cnaptu. Ha uumiHapuyHuii CTEpKeHb CHIpalIi0 HAMOTYBajach CTpIUKa IEPraMeHTy 1 B3JIOBXK
CTEpIKHS MHUCAIH TOBIJOMJICHHS. /1 MepraMeHT 3HIMaIl 1 OTPUMYBAJIM XaOTHYHO PO3MIIIEHI OYKBH.
Kittouem OyB miameTp Basvka.

[Ti3Hime novyany BUKOPHCTOBYBATH HIMQP HacTtokomy. Harnpukna;:
p 1 0 p ¢ st
K u T r a i
Otpumyerbes mudprekct: prnocgskutrai. Kinrouem € BUcoTa 4acTokody. 30KpeMa, JUlsl 4acTOKOY
BHCOTOIO 3 MaeMo (J1iBOpyH):
u r 1 " 0 a s
p i 0 p i)} a p T p i
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Otpumyerbcs mudprekct: uripnopdskra. Lle cxmagamii yactokin. [Ipy BUKOpUCTaHHI MPOCTOTO
YaCTOKOJIY OTPUMY€EMO: HOASIPTPIKII(. aHATOITYHO MOYKHA BUKOPUCTATH YaCTOKLI 1 0111101 BUCOTH.
3 xinng 14 cr. BunMKIM| IMAQPYIOUl Taomui. Harnpukiaz, BiIKpUTHH TEKCT 3aIHCYeThCS B
TaGIHUIIIO O CTOBOLIAX, & YMTAETHCA MO psakax. Kiodem € posmip Tabaumi. IX yrockoHaneHHsM cranu

mmdpyroui , KOIMM CTOBOLI Ta pAOKA TEPECTABISIOTHCS Y
BIAMOBIAHOCTI IO [IUX KIFOYOBUX CIIIB.
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B cepenHi Biku BUKOPHCTOBYBAJIOCS TaKOX IMUGPYBAHHS 32 JIOTIOMOTOIO _
Ile xBagpaTHi TabNIMIIl 3 BIUCAHUMH B KJIIITUHKH TTOCIIIIOBHOCTSIMUA HAaTYPAJIbHUX YUCEN, TOYNHAIOUHN 3

1, mo0 iX cyma 1o cToBOLSX, PsIIKAaX Ta AlaroHANAX JOPIBHIOBAJA OJIHOMY 1 TOMY CAMOMY YHCITY.
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SIKIo He BpaxoByBAaTH MOBOPOTH, TO ICHYE TUIBKM OAMH KBajapar po3mipoM 3x3, 880 —
po3mipom 4x4, 61t 250000 — po3mipom 5x35.
ABIISIE KBaJIpaT 3 KIITUHKAMH, YacTUHa sKUX BupizaHi. Lleil kBamgpar
HaKJIaJIal0Th Ha TaKWil cCaMUW CYIIJIBHUN KBajpaT 1 y BHUpi3aHi KIITHHKH BIUCYIOTh TEKCT. [loTim
BepxHill KBajapar moBepraioTh Ha 90 rpaayciB 1 BiIKpUBAIOTbCS HOBI KIITUHKHA. TakuM YHHOM
3amoBHIOEThCA Besi Tabmuis. Kimouem y mmdpi Kapnano € po3mimieHHS BHUpi3aHUX KIITHH. Y
KO>)KHOMY DPSIZIKY 1 CTOBOII MOXe OyTH BHpi3aHa TUTbKU OJlHA KJIITUHKA 1 KUIBKICTh KIITHHOK Y PAIKY 1
CTOBOIII Mae OyTH TApPHOIO.

HIudppu cknaanoi 3aMiHM Ha3MBalOTh OaraToayi()aBITHUMH, OCKUIBKH JUIS MIU(PpPYyBaHHA
KO)KHOTO CHMBOJIa BUX1AHOTO IMOBIIOMJIEHHS BUKOPHUCTOBYIOTH CBill (P MPOCTOi 3aMiHHU.




[udp 'porchenpaa sBasie coboro momudikamiro mmdpa Lle3aps 3 uyucnopum kimrodem. Ilig
OyKBaMH BHXIJIHOTO TMOBIJJOMJICHHS 3alMCYIOTh U(PHU KIFOUOBOTO CIO0BA. SIKIIO KIIHOY KOPOTIIHMA, TO
HOro 3amuc HUKIIYHO MOBTOPOIOTH. ngprekeT oTpuMyIOTh aHAJIOrIuHO WHU(PY 3CYBY, alle KOKEH
CHMBOJI 3CYBalOTh Ha Ty KUIBKICTb 3HAKiB, SKa 3amucaHa ImiJ cuMBosoM. [ToTpiOHO BinMITHTH, 110
mmdp I'poHcdenpaa 3maMmyeTbest JOCUTB JIETKO, ajle HOro MOKHa BJIOCKOHAIMTH, 30KpeMa, M0/IBIHHUM
mu(pyBaHHAM PI3HUMH KITIOYaMH.

birpamuuii mmdp Ilneidetipa, BuHaiinennit y 1854 poli, BHUKOPHUCTOBYE MPSIMOKYTHY
TaONUII0 3 XaOTHMYHO ab0 3 KIIOYOBHMM CIIOBOM BNHCAaHMMU OykBamu andarity. BinkpuTwii Tekct
po30uBaeThbcs Ha Oirpamu. BiH MOBMHEH MaTu MapHY KUIBKICTH CHMBOJIIB 1 HE MICTUTH Oirpam 3
OJIHAKOBUMHU OykBaMHu. B TaOmuIli mrykaroThess OYKBU OirpaMu 1 BBRKAETHCS, 110 BOHU € BEpIIMHAMU
NpSMOKYTHUKA. Y JBOX IHIIMX BEpIIMHAX OyayTh JekaTH ABI OykBu mupTekcry. Skmo OykBu
BIJJKPUTOT'O TEKCTY MOTPAILIAIOTh B OIUH PAJOK UM CTOBOELb, TO BUOMPAIOThCA OYKBH, 110 JIEXKaTh I11]]
HUMHU, 200, BIAMIOBITHO, JIIBOPYY.

JUi1 yCyHEHHSI Takoro HeJOJdIKy BUKOPUCTOBYEThCS MOABIMHMI KBaapaT YIiTCTOHA, B SIKOMY
BUKOPHCTOBYETHCS JIBI MPSIMOKYTHUX TaOJIHIII 3 po3MillleHMMHU OykBamu aindasiTy. BykBu BikpuToro
TEKCTY LIYKAIOThCS B PI3HUX TAOJMUISIX 1 aHAJIOTIYHO YTBOPIOIOTHCS MPAMOKYTHUKU. Terep OykBu
BIJKPUTOTO TEKCTy HE MOTPAIUIATh B OJWH CTOBOELH, ajleé MOXXYTh MOTPANUTH B OAWH psaoK. Jlms
YCYHEHHS 1IbOI'0 HEJOMIKY BUKOPUCTOBYETHCS IIU(P YOTUPHOX KBAJIPaTiB, PO3MILIEHUX B KBaJpaTax.
BykBU BIAKPUTOTO TEKCTY IIYKAIOTHCS B JIIarOHAJILHO MPOTHIICKHUX KBaJIparTax, B IHIIMX KBaJpaTax
rykarThest OykBu mudprekcty. Termep HI B OJUH PSIOK, HI B OJUH CTOBOEIL OYKBH BIAKPUTOTO
TEKCTY HE MOTPaIIsATh.

VY3aranpHeHHSIM X mmdpiB € mudp BixkeHepa. BiH MPeACTABISAETHCSA KBAAPATHOW TaOIUIICIO
Bixkenepa, po3MipHICTh SKOi BiIOBigae KUTbKOCTI OykB B ajndasiti. [1o ropu3oHTani po3MilIyrOThCsS
OYKBH BIIKPUTOTO TEKCTY, MO BepTUKali — OykBH Kkioua. Ha ix mepetuHi oTpumyemMo OyKBU
umdprekcty. Moro yrockonanenssm e mupp Bixenepa 3 aBTokmoueM.

Jnis 3acTocyBaHHs MK(PY OJHOPA30BOTO OJOKHOTY BIAKPUTHI TEKCT Ta KIIOY MEPEBOAATH Y
uugppoBy ¢opmy. Koxniil OykBi BianoBigae ii Homep B angaBiTi, HyMepalis NOYMHAETHCA 3 HYJIS.
ITotiM 1e yncio nepeBoJATh y ABiMiKOBY Gopmy. [y mmppyBaHHS BUKOPUCTOBYETHCS J10/1aBaHHS
0iTiB mo moxymo 2. Omepariisi mo3HadaeThess @ i 3amaerhes tak: 0D0=0, 180=1, 01=1, 1S1=1.
KitoueM Moke ClIyXMTH JOBUIBHE JABIMKOBE CJIOBO OJHAKOBOI JOBXXKMHHM 3 BIIKPUTUM TEKCTOM.
Kpunrorekct oTpuMyrOTh MOOITOBUM J0JIaBaHHSAM BIJIKPUTOTO TEKCTY Ta KJOYa 3a MOAYJIEM 2.
HemmdpyBanus 30iraetbes 13 mudppyBaHHsaM. 1106 oTpuMaTi BIAKPUTHHA TEKCT, JO KPUNTOTEKCTY
3HOBY NOTpIOHO noxatu JBiMikoBui kimtod. [udp omHopasoBoro OJOKHOTY HE € OJHO3HAYHUM,
OCKUJIBKU TOM caMuil U(PTEKCT MOXKHA OTPUMATH JIJISI ISSIKOTO 1HIIOTO BiAKPUTOTO TEKCTY Ta 1HIIIOTO
KITIOYa.

Ha3Ba mm¢ppy mnoxoauTs BiJ TOro, L0 areHT, SKUM 3AilcCHIOBaB MM(PYBaHHS BpPYUHY,
OTPUMYBAB CBOi KOIMIii KJIOYiB, 3aIMCAHUMH B OJOKHOT. SIKIIIO KJIFOY 3aCTOCOBYBABCS, TO CTOpIHKA 3
HUM 3HMIIYBaIaCh.

Crannapt mmdpysanns nanux DES (Data Encryption Standard) omy6mikoBanmii y 1977 poui
Hamionansaum 61opo cranaaprtis CHIA 1 npu3zHaueHuit A1 3aXUCTY BiJl HECAHKIIIOHOBAHOTO JIOCTYITY
710 BaXXJIMBOI, ajle HECEKPETHO1 1H(opMmallii B AepkaBHUX 1 KomepuiiHux ycranoBax CILIA. Tlpu ioro
BUKOPUCTAHO Taki mo3HadeHHs: L I R — miBa Ta mpaBa mocmimoBHOCTI 0iTiB; LR — KoHKaTeHaris
MoCIiJOBHOCTEH; @ — moOiTOBE N0AaBaHHS MO MOIYNIO 2. AJITOPUTM BHKOPUCTOBYE KOMOIHAIIIIO
M1JCTAaHOBOK 1 nepectaHoBokK. IudpyBanns 3xaiiicHI0OeTbCcs 64—01TOBUMH OJI0KaMH 3a JOIIOMOT010 64—
0ITOBOTO KIfOYa, B SKOMY 3HauymmMmu € 56 0it, pemra 8§ — mepeBipouni. Ha puc. 300paxeHo
cTpyktypy anroputmy DES.
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[TouaTkoBuii 64—0iTOBMII OJIOK TEPETBOPIOETHCA 3a JIONOMOIOIO MAaTpHUIll OYaTKOBOT
nepecTaHoBKU. [10TiM BUKOHYETBCS 1T€paTUBHUN Mpoliec MUPyBaHHs, 110 CKIAJA€ThCSA 3 16 IUKIIB.
[Ticast HUX BUKOHYETbCS KiHIEBA IIEPECTAHOBKH Y BIAMOBITHOCTI 3 MATPUIICIO KIHIIEBOI IEPECTAHOBKH.
Jl1st BAKOHAHHS alNropuTMy NOTpiOHO 16 KiTrouiB, sIKi TeHepyIoThes 3 S6—0ITOBOrO KIiIroya.

Icaye 4 pexumu poboru amroputmy DES: emekrponna komoBa kuura (ECB), 3ueruieHHS
omokiB muppy (CBC), 3BopoTHIH 3B’s130k 1o mudprercty (CFB), 3BOpOTHIN 3B’S30K MO BUXOAY
(OFB). Ix cxemu BimoBigHO 306paXeHi Ha PUCYHKAX.
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Anroputm IDEA (International Data Encryption Algorithm) e 6iiokoBum mudpom. Bin onepye
64—6iToBUMH GOKAMH BiZKpHTOro Tekcry. Moro kmou mae 128 Git. OmuH i TOH ke aIrOpuUTM
BUKOPUCTOBYETHCS 1 /il mUpyBaHHs, 1 g po3mm@poByBaHHs. B anropuTMmi BUKOPHCTOBYIOTHCS
TaKi MaTeMaTH4YHI OTepallii: MoOITOBE M0JaBaHHS IO MOIYJIIO 2; IOoAaBaHHS OE33HAKOBUX LILJIUX IO
moxymo 2'%; muoxkenns nimux mo momymo (2'° +1). Bei oneparii BuKoHYIOThCS Hax 16—GiToBHMH
migonokamu. L{i Tpm omepamii HecyMmicHI B TOMy, IO HisKa mapa 3 IUX TPbhOX OINEpaliil He
3aJI0BOJIbHSIE aCOL[IaTUBHOMY Ta TUCTPUOYTUBHOMY 3aKOHaM. BChOro BUKOHYETHCS 8 IIUKIIB.

KomOinyBaHHSI IMX TPHOX oOlepaliii 3a0e3nevye KOMIUIEKCHE MEPEeTBOPEHHS BXOIY, ICTOTHO
sarpyansitoun kpunrtoaHaniz IDEA B mopiBasHHI 3 DES, sikumii 6a3yeTbcs TIIbKH Ha MOOITOBOMY
J0JJaBaHHI TI0 MOAYIIIO 2.

Anroput™ IDEA BukopucToBye 52 miakioui (10 UICTh A1 KOXKHOTO 3 8 IUKIIIB 1 YOTUPH IS
NEPEeTBOPEHHS BUXOAY). Po3mmdpyBaHHs 3/11iiCKHIOETHCS B 3BOPOTHHOMY MOPSIKY.

Anroputm IDEA Moe mpaltoBaTH B THX K€ pexumax, 1o i DES, ogHak mae psn mepesar.
Bin 3nauno Gesmeunimmit DES, ockinbky Mae BiBiui Oimpimmii kimrod. Moro BHYTPIMHS CTPYKTypa
3a0e3neuye Kpamly CTilikicTh q0 kpumnroananizy. [Iporpamui peamizanii IDEA mpuGnu3Ho BABiui
mBuat, Hix DES.

Crangapt mmdpyBanus [[OCT 28147-89 saBinsie coboro 64—0iToBuit 6I0UHUIN anropuT™ 3 256—
0iTOBUM KJIFOUYeM. BUKOPUCTOBYIOTBCS Taki omeparii: mo0iToBe T0JaBaHHS MO MOAYIIO 2; Omeparis
JION@ABAHHS 110 MOIYII0 2°2 BOX 32—pO3PSAHHUX IBIMKOBHX YHCEN; ONeEpalis JOJABAHHS JBOX 32—
PO3PAIHUX YUCET 32 MOAYJIEM 2%.1.

Anroput™ nependadae YOTUPU PEKUMU POOOTH:

HIndpyBaHHS JaHUX B PEKUMI IPOCTOI 3aMiHH.

HIndpyBaHHa JaHUX B PeKUMI raMyBaHHS.

HudpyBaHHs JaHUX B PEKUMI TaMYBaHHS 13 3BOPOTHUM 3B’ SI3KOM.

Bupo6iieHHs iMiTOBCTaBKH.

RC—4 sBnsie co0or0 moTOKOBHHA MU i3 3MIHHOIO JTOBKHWHOIO KJII0Ya. AJNTOPUTM TPAIIOE B
PEXHMMI 3BOPOTHHOTO 3B’s13Ky 10 Buxoay (OFB). KirouoBa mociiioBHICTh HE 3aJICKUTh BiJl BUXIIHOTO
TekcTy. CTpyKTypa alrOpUTMY BKIIFOYA€E OJIOK 3aMIHU PO3MIPHICTIO 8X8, AKUH SIBJIsIE COOOI0 3aTCKHY
Bijl Kitoua mepectaHoBKy uucen 0, ..., 255 3MiHHOT noBxuHH. € JBa JTIYMIBHUKH | Ta |, TIOYATKOBE
3HaueHHs skux naopiBHioe 0. Ha mouaTky reHepyeTbcs ICEBAOBUIIAIKOBUN OalT, SKUM MOTIM
JOJA€ThCS MO MOAYJIIO 2 3 0aliTOM BHUXIZHOrO TEKCTY A OTpUMaHHsS Imu¢prekcty. [Himiamizaris
OJIOKY 3aMiHM BUKOHYETHCS 3a JOMOMOTOI0 KIF04a. 3a MporpamMHoI0 peanizamiero anmroputm RC—4
npubmusHo B 10 pa3ziB mBuamumid Bix DES. MosinBi y3arajJibHEHHs! alrOpUTMY Ha OLIbIy JOBXKUHY
ciiB 1 po3Mip O5OKy 3amiHu. MoxHa moOyayBaTu mudp 3 OJOKOM 3aMiHUM po3MipHIcTIO 16Xx16
(motpibno 128 Ko6aiir mam’sari) 1 qoBkuHOK cioBa 16 6it. Etam imimiamizamii Oyne BigOyBaTucs
3HAYHO MOBLIBHIIIE, aJie B PE3YNIbTATI AJITOPUTM BCE OHO Oy/1€ MIBHUIIIUM.

B amroputmi RC—6 nepenbaueHO BUKOPUCTaHHS YOTUPHOX POOOYMX PEricTPiB, a TaKOX
BBEJIEHA Ollepallisl I[UIOYUCEIbHOT0 MHOXXEHHS, $Ka J03BOJIsA€ 30UIBIINTH 30ypeHHs, CTBOpPEHE
KOXXHUM IHMKJIOM IHU(pyBaHHS, [0 MPUBOAUTE 10 301TBIICHHS CTIHKOCTI Ta MOKIHUBOCTI 3MEHIIIUTH
YHCJIO IIUKIIIB.

RC—6 € noBHicTi0O mapameTpu3oBaHuM anroputmoMm mudpysannsa. Konkperna Bepcis RC—-6
no3Havaetbesi sk RC—6-w/r/b, w mo3nauae nOBXHHY clioBa B 0iTaX, I — HEHYJIbOBa KiJbKICTh
iTepalifHuX HWKIB mudpyBaHHsa, b — mopxuHa kiroua B Oaiitax. Y Bcix Bapiantax RC—6-w/r/b
mpamoe 3 4yotTupmMa W — OITOBMMM CIIOBaMH, BHUKOPHCTOBYIOUM IIICTh 0Oa30BUX omeparii, ski
M03HAYAIOTHCS TAKUM YHHOM:

a+b — uinouncensue nogasanns mo Momymo 2";

a-b — 1imouncenpHe BiIHIMAHHS IO MOJTYJIIO A

a®b — mobiToBe BUKIIOUarOUe 400 W—OITOBUX CIIiB;

axb — minouncenbHe MHOXEHHS TI0 MOTYJTIO 2"

a<<b — numkiiuHMII 3cCyB W—OITOBOrO CJIOBa JIIBOPYY Ha BEIUYUHY, 3a7aHy |0g,W Momoammmu
6itamu b;

el N =



a>>h — nuKITigHMIA 3cyB W—0iTOBOTO CJI0Ba IpaBOpyd Ha BEIHUYUHY, 3a7aHy 100,W MoaoamumMu
Oitamu b.

AJTOpPUTM O0YHCIICHHSI KJIFOUiB BUIJIAa€ TaKuM YuHOM. KoprcTyBad 3a1ae K04 JOBXKHUHOO b
OaiiTiB. JlocTaTHS KUIBKICTh HEHYJIBOBUX OAMTIB JOMHCYETHCS B KiHElb, 00 OTPUMATH IIiJIe YUCIIO
cmiB. ITotim 111 6aiiTH 3aTUCYIOTHCS, TOYMHAIOYH 3 MOJIOIIIOTO, B MACHB 3 C CIIIB.

Crpykrypa umdpy RC—-6 € y3aranpaennsm mepexi dDeiicrena. biaok Tekcty po3OMBaeTbes He
Ha 2, a Ha 4 MiO0JIOKHM 1 Ha KOXHIN iTepallii 3MIHIOIOTHCS J1Ba MiAOJOKH 3 4OTHUPHOX. [Ipu 1mpomy B
KiHLI iTepamil mudpyBaHHsS BiIOYBA€ThCSA MUKIIYHUHA 3CYyB MiI0JIOKIB JiBOpYY (TIpu po3mudpyBaHHi
BIAMOBIMHO TpaBopy4). Lle y3araJibHEHHS NpPHUBEIO A0 TOTO, IO Oylna BTpadyeHa BIACTUBICTh
1HBapiaHTHOCTI OJIOKiB mU(pyBaHHS 1 pO3MU(PPOBKHU, X04a 1€ HE € BU3HAYAIHHUM B OILIHII JaHOTO
AITOPUTMY.

Jliis Oyab-SKOro IJIOro a i HaTypalabHOro b oHO3HAYHO BH3HAYEHI 1[Il Ykca 1 I Taki, 10 a
=bq + ri0<r <b. Yucno q HazuBaeThCcs uacmkoro, a f — ocmayvero Bix aineHHs a Ha b Hampukas,
piBaicte —20= (-1)-67 + 47 o3Hauae, mo —20 npu aieHHi Ha 67 mae dactky —1 i ocrauy 47. Jlms
ocradi Oy/eM0 B)XKHBaTH Take mo3HaueHHs I = a mod b. Yucno r 6yaemMo Takox Ha3MBaTH (36€0eHUM)
JuwKkom 9ucia @ 3a moayseM b. Yucna a i b HasuBaothes 63aemno npocmumu, sikimo HCJI (a, b) = 1.
Aneopumm Eexnioa (3 cr. no H.e.) aist 3uaxomkenns HC/I nBox HaTypanbHux uucen a i b rpyHTyeThes
Ha CIIIBBIIHOIIEHHIX

HC/ (a, b) =HCJ (a,amod b) mnssa>Db
HC/l(a,0) =a
[IpoeMOHCTPYEMO 171€10 I[BOTO AJITOPUTMY Ha MPHUKIAI.

[TPukJiAf. o6 3naittu HCJI (211, 79), 3actocoByeMo anroputm EBknina. PoGoTa anroputrmy
3BOJNUTHCS J0 KIJIbKapa3oBOTO MiJIEHHS 3 OCTA4YEIO:

211=79-2+53

79=53.1+26
53=262+1
26=126+0

Maemo HCJI (211, 79) = HCZA (79, 53) = HC (53, 26) = HC]] (26,1) = HC/1(1,0) = 1.

Anroputm EBkilina nae Takui HaciigokK.

TBEPJDKEHHSA 2.2. /{15 K0dcHOL napu 83aeMHO npocmux yucel a i b modcna 3uatimu maxi yini u iV,
wo ua +vb =1

[TPuksIAL. Hexait a = 211, b = 79. Ilporokon pobotu amroput™my EBKIina BUMMCaHUH Y
nornepeaHbOMY Npukiaai. Pyxarounck 3HU3Yy BBEPX, OTPUMYEMO

1=1-53+(-2)-26=1-53+(-2)-(79-1-53)=(-2)-79+3-53=(-2) - 79+3-(211-2-
79)=3-211+(-8) - 79.
Orxe, u =31v=-8.
Enement, obepHeHMit 10 X 3a MoayseM N BIJHOCHO MHOXKEHHS, Oy/1eMO MO3HA4YaTu yepe3 x™* mod
n a6o mpocTo x1 Ile o3nauvae, 1o x-xmod n =1.

[TPUKJIAL. Hexaii Mu xo4emo 3HaiiTH enemMeHT, obepHeHul 10 79 3a moxynem 211. Bume Oyna
orpuMana pieicts 1 = 3-211 + (— 8:79. 3 Hei Burumsae, mwo (—8)-79 = 1(mod211). Otxe, 79 mod
211 = (-5) mod 211 = 203.

Oyukmiero Eifnepa Big yuclia N € KIIBKICTh HATYPAJbHUX YHMCEN, B3AEMHO MPOCTHUX 3
n i mosuauvaetrscs ¢(n).

TEOPEMA EMIEPA (1763). [[ns e63aemHO npocmux yino2o X [ HAMYPAIbHO20 N CAPABEONUBA
konzpyenyis x*™ = 1 (mod n).

MAJIA TEOPEMA ®OEPMA (1640). Hxwo yine x ne dinumvcs na npocme p, mo x**= 1 (mod p).



KHUTAMCBKA TEOPEMA TIPO OCTAUI (I CT. JIO H.E.). JUI4 6y0b-sK0i napu 63a€MHO NpPOCMUX
HamypaibHux uucei ni i Ny ma 0as1 0yOv-akoi napu yiaiux uyucen Xi 1 Xz, ModuCHA
snaumu make yine x, wo x =x; (Mod ny) ix =Xy (mod ny).

[TPUKJIAZL. Hexait Mu Xxo4eMo 3HAWTH MiJie X, sike mpu aineHHi Ha 211 maBano 6 ocrauy 100, a mpu
minendi Ha 79 ocrauy 10. Bume Oyma orpumana piBaicte 1 = 3-211 + (-8)-79. OTke, B AKOCTi X
mokHa B3satu: 10-3-211+ 100-(-8)-79 = -56870. 3po3ymino, IO 1€ YKCIO MOXKHA 3aMiHHUTH HOTO
ocradero Big nieHHs Ha 211-79 = 16669. B pe3ynbrati orpumyemo 9806.

3anpornionoBana 1977 poky cucrema RSA € yn He HaUMONYJAAPHIMIO KPUITOCUCTEMOIO 3
BIAKpUTUM KiOUeM. Ha3Ba cucTeMu yTBOpEHa 3 NEpIIMX JITep iMeH ii BUHAXiIHHWKIB —
Ponanpna Paiisecta, Ani Illamipa Ta Jleonapna AnneMaHna.

I'enepysanns kawuie. BubuparwTh aABa JOCUTH BEJIHUKI mpocTi yucaa p i1 Q. g ix
no0yTky n= pq 3HauenHs ¢pyHkuii Einepa nopisuioe ¢(n) = (p—1)(g-1) = n—p—q+1. dani BunaakoBum
YHHOM BUOHMPAIOTH €IEMEHT €, [0 He MEePeBUIIY€E 3HAYCHHS ¢h(n) 1 B3Aa€EMHO MPOCTUI 3 HUM.
Jlns e 3a anroputmoM EBKutizia 3Haxoaath enemMeHT 0, o0epHeHuit 1o e 3a moayiem ¢(n), Tooro ed =1
(mod p(n)).

SIK pe3ynpTaT MOKIaAaKTh:

Bioxpumuii knou: e, n.

Taemnui kmow:  d.

Hlugppyeanns BinOyBaeThcs 010kaMu. sl IbOTO MOBIIOMIICHHS 3aUCYIOTh Y HU(ppoBii Gpopmi
1 po30uBarOTh Ha OJIOKU TaK, IO KOXKEH OJIOK MO3HAYaB YHUCIIO, SKE HE MEPEBUIIYE /. AITOPHTM
mmdpysanns £y cucremi RSA nonsrae y nignecenni M no crenens e. 3anucyemo ue tak: E(M) =
M° mod n. B pesyabrari orpumyeTbest 610k kpunrorekery C = E(M).

Jewugpysannsa. Anroputm nemmdpysanas D 6noky kpuntorekcty C nosnsrae y nignecensi C 1o
crernens d, Too6To

D(C) =C® modn.

ITrukiAd 2.1. Hexait p = 53 1 q = 67. Toxi n = 3551 i @(n) = 3432. Bizsmemo ¢ = 1021 — 3a
JIOTIOMOTOI0  po3IIHMpeHoro anroputmy EBkiina nerxo mepesiputu, mo HCJ (1021,3432) = 1.
OxrouacHo obuncmoemo d=1021" mod 3432 = 1237. Kiroui BuGpaHo.

Binkpuruit kmou e = 1021 i n = 3551 onpumoanioemo. Tenep OyAb-XTO MOXKe MOCJIAaTH HaM
3amnpoBaHe MoOBiAOMIEHHS. IllpunmycTuMo, OJMH 13 JIJOBUX NapTHEPIB BUPIIIHUB
nocnatu HaM BKasiBky IIPOJJAM. CnouaTky BiH NepeTBOPIOE CBO€ IMOBITOMICHHS Y
uuppoBy Gopmy, 3aMiHIOIOYN KOXHY JIiTepy ii 1BOIM(POBUM AECATKOBUM HOMEPOM B al(haBiTi:
1920 1805 0013. BuagHo, moO 3 HAIIUM MOAyJIeM 7 UOUPpPOBE MOBIAOMIEHHS BapTO
po3buBaTtu Ha Oyoku mo 4 mudpu, Ak ue i 3podiaeno. Ilpu mmdpyBanni nepmmii 6mok 1920
MIEPETBOPIOETHCS Y 1920 mod 3551 = 2393. TakuM ke YHHOM HUPPYIOTHCS HACTYIHI J1Ba OJIOKH, 1
B pe3yNbTaTi BUXOAUTH Kpunrorekct 2393 1758 2188.

OTpumaBmIM 1el KPUNOTOTEKCT, HPOBOAUMO JemHU(pPyBaHHS MiJHECEHHSIM KOXXKHOTO
onoky no crenenst d = 1237 3a moxynem n = 3551. MoskHa IepeKOHATHUCH, 11O 2393'%" mod 3551 =
19201 T.1.

TI'enepysanns knrouie. BuOuparoTh BeluKe MpocTe p, a TaKoXk npocrte yucio g, 1 <g <p —1. i
qrcia He € TAEMHHUIICIO 1 TepeOyBaroTh B 3arajibHOMy KopuctyBaHH1. KoxkeHn aboHeHT BuUOupae co0i
BUIAIKOBE YUCIIO a Y IPOMIXKKY Bif 1 o p—1, i o6umcioe h= g mod p.

Biokpumuzii knou:  p, g, h.
Taemnuti knou: a.
Hlugpysanns BinOyBaeThcs 0okamu. KoxkeH 010k M He TOBUHEH MEPEBUIIYBATH P.

* BuOuparoTh BUMaIKOBE YHCIO I Take, mo 1 <r < p— 1.



» O6uucmoots C = (c1, C2), €
¢1=g"mod p, ¢, =Mh"mod p.
Hewugpysanns. Maroun TaeMHAHR KTt0Y a 1 KpunroteketT C = (Cq, C2), 00UUCITIOIOTH:

M = ¢,<(c:)°mod p

Ipuxnan. Hexaii p=23, g=5, a=6. O6uncmoemo h=5° mod 23=8. BixkpuTuii i TaeMHHiT KiTr0q
chopmoBaHo.

[Ipunyctumo, mo mmudpyeTrbcs ducaoBa iHopMamis, 1 MoTpiOHO 3ammdpyBaTH
noBimomienns M = 7. Hexait Bubpano r = 10. Tomi €3 = 51 mod 23 =9ic, = (7-810) mod 23 = 21.
Otpumyemo kpunrorekctr C = (9,21). Il{o crocyerbes aemmdpyBaHHs, TO JIETKO IEPEBIPUTH, IO
crpaszi D(9,21) = 21-(9%)  mod 23 = 7.

I'enepysannsa karouie. Bubuparoth 1Ba BelMHKI IpocTi uncia p 1 . OO0UucioTs iX 100yToK N = pg.
[ToxnmanaroTs
Bioxpumuii xmou: n .
Taemnuii knroy: p, Q.
LIugpysanns BindyBaeTbes 60kaMu moi0HO 10 cuctemu RSA, 3rigno 3 popmymnoro
E{M) = M* mod 1.
Anroput™ aemupyBaHHs CKIaIHIIIAN, TOMY PO3TITHEMO HOTO HA IPUKJIIAIL.

Hexaii Taemuwmii ko4 BuOpano tak: p= 53 1 q = 67. Toxi BiakpuTum kimodem oyzae n = 3551.

Posrnsuemo umdpysanns noigomiaenns ITPOJJAM. CroyaTky NMOBiOMJICHHS 3allMCyeThCs Y
udpoBiit popmi i pozduBaeThess Ha 0s10ku 1o wotupu mudpu: 1920 1805 0013. ITommii 610k 1920
MEPETBOPIOETHC Y 1920 mod 3551 = 0462. Ioxi6HO MUQPPYIOTHCS HACTYIHI J1Ba OJOKH, 1 B
pe3yabTari BUXoauTh Kpunroreket: 0462 1758 0169.

[Tpunyctumo tenep, o0 MU OTpUManu KpuntotekcT 1497. [lng mmdpyBaHHS CiJl 3 HBOTO J00YTH
KBaJpaTHI KOpeHi 3a MmoaysieM 3551. 3 1i€r0 MeTor 100yBaEMO KOPEH1 3a MPOCTHMHU MOIYIAMH 53 1

67 i3 numkis 1497 mod 53 = 13 i 1497 mod 67 = 23, sianosimso. 3uaxomimo 13 mod 53 = 15, 38 i
V23 mod 67 = 31, 36. 3a zonomorow anroputmy 3 Kuraiicbkoi TeopeMu po ocTadi BU3HAYAEMO
qoTHpH KopeHi 3 1497 3a mogynem 3551: (15,31) = 0969, (15,36) = 1711, (38,31) = 1840, (38,36) =
2582. Sk 3pa3y BHIHO, JIMIIE APYTUN KOPiHb € YHUCIOBUM €KBIBAJIEHTOM TEKCTY B YKpaiHCBKIN
abeTIi, a came nosimomiienus HI.

Hexaii abonentu A 1 b, siki, cniikyrounch yepe3 KaHail, 0 HIMOBIPHO MPOCIYXOBYETHCS, XOUYTh
JTOMOBUTHCS TIPO CIITBHUN Ta€EMHUM Kirod. Toi:

* aboHeHT A BuOupae BelMKe MpocTe 4Hcio p Ta mpocre 1<g<p-1 i BiAKpuUTO, HE POOIAYH 3

LbOTO KOJHOT TAEMHHUII1, TOCUIIa€e p 1 § aboHEeHTOB1 b;

* aboHeHT A BHOMpae BUMIAIKOBE YHCIIO a B Mekax Bif 1 1o p — 1, a abonent b —Bumnaakose umcio b

B THX )K€ MEXKax;

* aboneHT A oGuuciroe g° mod p i mocuiae e 3HaYeHHss a0OHEHTOBI B, skuil 00UHCIIOE gb mod p i

TEX MOoCUIae aDOHEHTY A;

* o0uBa aOOHEHTH OOYHUCIIOIOTh OJHE 1 TEX YHCIIO
() mod p = (g°) mod p = g*° mod p,
AK€ 1 IpUHMalOTh B IKOCTI KJI0Ya.

ITPUKJIAL. Hexait p =97, a g = 5. Ilpunycrumo, mo aboHeHT A BuOpas uucio a = 12, a aboneHt b
BuGpas b = 63. Toxi abonent A mocumae abonenty b 5'2 mod 97 = 42, a6ouent b aGonenty A 5%
mod 97 = 75, i 06oe ob6umcmotoTs 75 mod 97 = 42°° mod 97 = 21.

Kepeb no Tenedony
» aboneHT A BuOUMpae cBoe umcio a 1 napy kiawduiB (K, K'). Ilicna usoro 3amudpoBye a i



pesyabTat ¢ = Ex(a) pazom 3 kiroueM K nocuitae abonenry b;
» aboneHT b BuOupae uncno b i mocunae itoro aboHeHTy A;
* aboHeHT A mocuiiae aboHeHTy b nemmdpyrounii kg K’;
* abonent b mepesipse, mo (K,K') cupaBai € maporo MmMHEAPYHOUYOTO Ta ACHINPPYIOUOro
KIII04YiB, 1 00umciroe a = DK'(C).
* O00€ 0OUUCIIIOIOTE R = a @b.
I'pa B kapTH 3204HO:

» aboneHTH A i b mocsrarTh 3roau Npo KOAyBaHHS KapT cJOBaMH My,..., Msy, i JOMOBISIOThCH,
sIKa caMe KOMYTaTHBHA KPUIITOCHCTEMA OyJie BUKOPUCTOBYBATHCH;

* O00€ TaeEMHO OJIMH BiJl APYroro BUOHpParTh cobOi mudpyrounii Ta aemudpyrdnii KIri;

* aboHeHT A 3ammdpoBye MOBiAOMIICHHS My,..., Msy, TIepeMillye BUMIQJIKOBUM YHHOM KPHIITOTEKCTH
Ea(M,), ..., EA{Ms,) i nocunae ix abonenty b;

* abonent b BuOMpae BUMAOKOBI M'ATh KPUITOTEKCTiB, 1 mocuiae ix Hazajg aboHeHty A. Lle
KapTHu, IKUMH OyJie rpaTu abOHEHT A;

* 13 KapT, 110 3aNMMIIUINCA, a0oHeHT b BuOupae me n'sate 11 cede;

» abonent b 3ammdpoBye BimiOpaHi KapTd 3a JOMOMOTOI0 BJIACHOTO KIOYa 1 OTpPUMAaHI
KPUIITOTEKCTHU MOCUJIAE aDOHEHTY A;
* aboHeHT A aemudpye OTpUMaHi KPUNTOTEKCTH 1 moBepTae aboHeHTy b pesynbrar;
* aboneHT b nemm¢ppye Hagicnani abOHEHTOM A KPUITOTEKCTH 1 OTPUMYE CBOIO I'SITIPKY KapT;
* B KiHIII rpu a0OHEHTH OOMIHIOIOTBCSA KJIOYaMH 1 IEpPeBipsOTh, YW HIXTO 3 HHUX HE
XUTPYBaB.
Posnonin raemHALI.

Hexaii HaTypajgpbHe 4YHMCIO S € IIHHOK CEKpeTHOIO iHQopmaliero (HOMEp paxyHKy Yy
mIBEHIIapChbkOMy OaHKy, KOJ KOMaHIM Ha 3amycK OalliCTUYHOI pakeTHh TOI0). 3aBIaHHIM
MPOTOKOJY € TaK MOAPIOHUTH CEKPET S Ha YaCTUHM, 110 OJIHIN JIJIST KOXKHOTO 13 77 yYaCHUKIB, 00 OY/Ib-
ski K yJacHMKiB MOTJIM BiIHOBHUTH S, TIOETHABIIM CBOI YAaCTHHKH, aie 1100 Hiska rpyma 3 k — 1
yYacHHUKA [OTO 3pOOUTH HE MOTJIA.

BuOuparoth JTOCHTH BENMKE TPOCTE YUCIO P, Oinbiue 3a S. [loknanawoTs ag = S, i BUOMpPaKOTh
BHUIIAKOBUM YMHOM YHCIIA A1,...., Ak.1. Hexail f(X) = Zo<j<k@iX' — MHOTOYJIEH Bij 3MiHHOT X. i-Mii y9acHUK
nportokony, fe 1 <i< n, orpumye 3Hauenns Si=f(i).

Skmro BigoMmi noBiNbHI k 3HaueHb f(i1), . . ., f(ix), To MHOTOUIEeH f MOXXHA pEeKOHCTPYyIOBATH 3a
1HTepnoJsiiHo0 ¢dopmyror Jlarpanxka:

k X —1.

_ 1 J
fF) =2 ) 1-—
i=1 JE Ii - Ij
[Ticnst poTo JIETKO 3HAXOAUThCs cekpeT S= ag = f(0).

3HaHHs Jmiie K - 1 3HaueHHs QGyHkiii f He qae ocoonoi iHGopmMarlii mpo cexper.

Tema 10. [Ipobnema inenTHdikawii Ta ayreHTH(IKaLli KopucTyBada. Enekrponnuii undposuii mianuc.

B cuctemi RSA kokeH aOOHEHT Ma€ mapy KIIIOYiB — 3arajbHOBIJOMUH BIIKPUTHUN 1 TAEMHHUH,
SIKUW 3HA€ JuIie a0OHEHT 1 HiXTO iHmuH. TakuM 4rHOM, Oy/Ib-XTO MOXE CKOPUCTATHUCS aITOPUTMOM
mmdpysanns Ey abonentra X, aje TUIBKM BiH caM BOJIOJI€ anropuTMoM aemudpyBanHs Dy.
BaxnuBuM € BUKOHAHHS TaKWX CHIBBIJHOIICHb JJIs JOBUIBHOTO moBimomiieHHs M: DX(Ex(M)) =

Ex(Dx(M)) = M.

Lli criBBigHOmeHHs 3BogsAThCs 10 piBHOCTEll (M) = (M™)™ = A i BupakatoTh Tol (axr,
mo mudpyrode Binoodpaxenusa Ex ta nemudpyrode DX € B3aeMHO 00epHEHUMH.

[Ipunyctumo Temep, mo aboHEeHT A Xode mociaTtu aboHeHTOBI b moBimomiieHHss M Takum
9UHOM, 100 TOW OYyB MEBEH, MO0 MOBIJOMIEHHS CHpaBli mociane aboHeHToM A. Jlist 1bOTO
MPOMOHYETHCS TaKUi TpPOTOKOJ, B sikomy (E4, DA) ta (Es, A6) — anroputMu muQpyBaHHS Ta
nemuppyBanHs aboHeHTiB A Ta b.

» Abonent A obuucmioe C = EB(DA(M)) i mocunae C abonentosi b.



» A6onent b, orpumasiu C, oouucioe M= EA(DB(C)).
KopekTHicTh npoTokoiy 3B0auThes 10 piBHOCTI Ea(Dg(Es(Da(M)))) = M.
[Tinnmuc y cucremi Enp—T"amans.

Jlnst reHepyBaHHS KIIIOYiB 6UOMPAIOTh BEIHMKE MPOCTE P, @ TaKOX mpocTe yucio g, 1 < g < p-1.
Uucna p 1 § HEe € TaeEMHHICIO 1 mepeOyBalOTh B 3arajibHOMY KopucTyBaHHI. KokeH aOOHEHT
BUOUpae cobi BUNAAKOBE YHCIIO @ Yy NPOMiKKY Bif 1 10 p—1, i o6uncmoe h = g* mod p.

Biokpumuii knou:  p, 9, h. Taemnuii kuoii: a.

Iionucysanns. AGOHEHT A BUPOOIISIE CBili MiANUC S HA MOBITOMIICHHI M TaKUM YHHOM:

* BuOUpae BUnaakoBe yucio 1<r<p-1;

* o6uncimoe S; = ¢g' mod p;

« oGuncmoe r' =1 " mod (p-1);

* obuncoe S; = (M — asp)r’ mod (p — 1);
» mokmagae S = (Si, Sp).

Iliomeepooicenus nionucy.

« A6omnent B nepesipsie, un gV = h¥'s;*

(modp).
DSA.

3anponionoBanuid y 1991 pori.

I'enepyeanns xknouis. BubuparoTh BeluKe MPOCTE YUCIO p Take, Mo p — 1 Mae JOCUTh
BEJMKHIA MPOCTHil AimbHUK (. CTaHzapt BuMarae, mo6 2°7 < p < 21%% i q > 2. Jlani su6uparots
NoBUTbHUE enemeHT h mopsaky (. [Tapamerpu p, g, h He CTAHOBIATH TAEMHHIL 1 € CHUTBHUMH IS
BCiX a0OHEHTIB MEpEXKi.

AGoHeHT A BUOMpae BUIAJKOBE YUCIIO @ B Aianas3oHi Bijg 0 10 q — 1 i o6uucmoe uncno b = h?
modp. Horo kmoui GopMyroThes TaK.

Bioxpumuii K11049: b take, mo b = h* modp.

Taemnuu kaou: a.

ITionucysanns. ANTOPUTM WiANHCYBaHHS BUKOPHCTOBYE BKOpouyiouy ¢yHkuito f 3
JOBXKHUHOIO BKOpoueHHs 160 OitiB. 11106 BupoOuTH CcBiif miamuc S mis moBigomieHHS M, aOOHEHT
A:

* BHOMpae BUIAIKOBE Yyncio I B Aiana3zoHi Bia 0 g0 g-1;
« o6unciroe I’ = r* mod q;
+ o6uucmoe s; = (h" mod p) mod q;
* ob6uucroe Sp = (r'(f(M) + as;)) mod q;
* popmye migmuc S = (S, S2).
ITiomeepoacenns nionucy. OTpuMaBIId MoBigoMiaeHHs M i3 mignucoM S = (S;,.S2), aDOHEHT

« o6uncoe s'= S, mod q;

* o6uucimoe U; = (f(M)s”) mod q;

* 00uucioe Uy = (S3- S”) mod q;

« o6uncmoe t = (hV*b“? mod p) mod q;
* mepeBipsi€ piBHICTD t= Sj.

Tema 11. [TaponbHa Ta 6GioMeTpuYHA iA€HTU(IKALISA

3axucT iH(opmalii 3a JOMOMOIO MapoJis € OJHUM 3 HaWIPOCTIIIMX 3 TOYKU 30py peajizamii
THUIIIB 3aXHUCTY.

[MpuHIMT  pOOOTH TMAPONBHOTO 3aXWCTy IOJATaE B HACTymHOMY: mpu 3amycky [IIT 3
peali3oBaHUM MAapOJIbHUM 3aXHUCTOM, KOPUCTYBauy MPOMOHYETHCS BBECTH 3 KJIaBlaTypu mapoib (KO,
CEKpeTHE CJI0BO, KOMOIHAIlIS CeKpeTHHX CUMBOJIIB). [Ticis BBeIeHHS maposis BiIOyBAETHCS MPOIIeaypa
HOro MOpPIBHSHHS 3 IMEBHUM ETAJIOHOM Ta HagaHHS a00 BIAXWICHHS AOCTYIY IO MPOTPAMHOTO
MPOJYKTY.

OCHOBHOIO TPOOJIEMOIO0 TMPH MAPOJBHOMY 3aXHCTI € mpobiema 30epiraHHs mnapomis. Y
OUTBIIIOCTI BUTIAIKIB MAPOJIi 30epiraroThes y Kol nmporpamu abo B okpeMomy (haiiili B BIAKPUTOMY YU
3amuppoBaHoMy BUTIISAII. HeoOXiqHO BiAMITUTH IO MApOJib, SSKUW 3HAXOAUTHCS B BiIKOMIITHOBAHIN
mporpami 3MIHUTH HE MOXKJIIMBO, TO/I1 SIK MapoJib Yy (aiiii MO>KHa 3MIHIOBATH.



B OumpmiocTi BHMAAKIB MapONbHUN 3aXUCT TMPOTPAMHHA  TPOIYKTIB  Peajli3oBYEThCS

OJHOMAHITHO 1 14 Horo 3mamy HeoOximHo 10-15 XBuIHH.

Jns 3anmo0iraHHs Takoro INMBUAKOrO 3JaMy Tmpu peamizamii 3axucty IIIT HeoOxigHO

AOTPUMYBATUCh TaAKUX HpI/IHL[I/IHiBI

1.

10.

He 3acrocoByiiTe cranmaptHi QyHkiii, ocoonuBo API-pynkiii i komnonentn VCL, ockinbku
CydacHl aucaceMOyiepd BMIIOTh PO3Mi3HABaTH CTAHAAPTHI MPOLEAYPU BHCOKOPIBHEBUX MOB
IIpOrpamMyBaHHs.

3acTOoCOBYHTE HECTAaHAAPTHUN CIOCIO BBEJCHHS Maposist. HalmpocTimmM MpUKIagoM MOXe
CIIy’)KUTH PO3p00Ka BIACHOTO BI3yaJIbHOTO KOMIIOHEHTY JUIsl BBEICHHS [TapOJIs.

He 36epiraiite mapoib B OJHOMY MICIli, OCKUIBKH MPH IBOMY JOCHTH JIETKO BCTAHOBUTH TOYKY
3YMHUHKH Ha 30HY I1aM’SITi, B sIKIi pO3MIIIEHO BBEJCHUI TapOJIb.

He 306epiraiite mapoib y BUIJIAII BIAKPUTOTO TeKcTy. s mpaBmibHOI peaizaliii 1bOro
NPUHIUIY MOKHA orojsiocutu B mporpami 5-10 3minnuit tunmy STRING i micns BBeneHHS
MapoJisi IepenucaTyd Woro y Il 3MiHHI IIPH I[bOMY Il 3MiHHI MOKHA PO3KHIATH IO PI3HHUX
YacTUHAX TporpaMHoro koxay. IIpm TakoMmy migxomi MOIIyK Maposs AacTh 0arato ajgpec 1o
SAKUM OyZie 3HaXOJUTHUCh BBEICHUI apoib.

Hi B sikomMy pa3i He MOXHa aHaJIi3yBaTH Mapojb 3pa3y Micis ioro BBeneHHs. Halikpame Oyne
IiCJs BBEJEHHS MapoJjsl MOASKYBAaTH KOPUCTYBAaueBl 3a CHIBPOOITHUITBO 1 MOBIAOMUTH HOTO
o 3 #ae mepeBipka mapoiii. A caM aHali3 MmapoJisi MPOBECTH BXKE TICIS BUKOHAHHS IIi€i
IPOLETypH.

He mepeBipsiiiTe mapoib TUIBKM B OAHOMY MiCIi 1 HE MHIIITH Ui HOTO MEPEBIPKU OKpEMY
(GYHKIII0, OCKITIBKY IS 371aMy TaKOTO 3aXUCTY JOCTaTHbO OyJie TIIbKU 3HAUTH JaHy (YHKIIIO
Ta BIAKIIOUUTH 1i. SIKIIO MepeBipoK MpaBHIIHOCTI Mapoiisi ACKiUTbKAa 1 BOHH 3HAXOISATHCS B
PI3HUX MICISIX IPOTPAMHOTO KOAY TO 3J1aM TaKOI'o MPOTrPaMHOr0 MPOAYKTY 3aTPYIHAEThCA.

He mnepeBipsiiiTe mapois OZHMM alroOpuTMOM. PekoMeHIyeThcsi po3poOuTH 2-3 anropuTMH
NepeBipKu, Hampukiag 1-2 nudpu MOBUHHI AUTMTHCH HA 3, a 3-7 pO3MIlIeHI MO SKOMYCh
QITOPUTMY Ha iM’sl KOpHCTyBadya MOBHHHI AaTu B cyMi 4. IIpu nboMy 111 1BI EpeBIPKU MAIOTh
BiIOYBaTHUCh B PI3HUX MICLSAX 3 JOCTATHBHO IIUPOKUM YACOBUM PO3MEKYBAHHSM.

Hi B sikomy pa3i He MOXKHa BUKOHYBAaTH HISIKUX A1M micis nepeBipku naposis. [lo HeBimomiit
MPUYMHI OUTBLIICTh TIPOTrPAMHUI MPOIYKTIB Ma€ MPUOIU3HO TAKUNA BUTIISA:

IF NOT (SuperRegCodeCheck) then

Begin

ShowMessage(’HeBipHauii maposb, mojabiia podboTa 3 MporpaMoro He  MOKIJIHBA’);

halt;

end,

Binonikaroui maneBpu. Kpim peanbHuii (yHKIIH NEepeBipKU MapoJis iIHKOIU BBOAATH
nojaaTkoBl (OyTadopchKi) IpoLeaypH, K1 IMITYIOTh EPEBIPKY HapoIIs.

Bynb-sxuit ¢aiin MoxkHa 3aXUCTUTH KOHTpoJbHOIO cyMoro (CRC), siky moTiM MokHa
po3paxyBatH 1 MOPiBHATH 3 eTasioHOM. Lle mo3Bosie He Tinbku 3axuctutu 111 Bix 3mamy ane i
3aXMCTUTH WOTO BiJ BIpyCY YU TPOSIHY.

Tema 12. Oco6nuBocTi (hi3MYHOr0, TEXHIYHOTO Ta MPOrPaMHOTI0 3aXUCTY 1H(POpMAaLlii.
B o0uuncmoBaIbHUX MallMHAX € BEJIHWKE YUCIIO JIa3iBOK JUISI HECAHKI[IOHOBAHOTO JOCTYIY IO

iHpopmanii. Hiskuit okpemo B3ATHIl croci0 3axHMCTy HE MOXKe 3a0€e3MEeUuTH aJeKBaTHY Oe€3MeKy.
Hapiitnuit 3axuct Moke OyTHM rapaHTOBaHUM JIMINE MHpPH CTBOPEHHI MEXaHI3MYy KOMIUIEKCHOIO
3a0e3neueHHs Oe3MeKu sIK 3ac00iB onpalfoBaHHs iH(opMarlii, Tak i kaHaliB 3B'a3Ky [10].

TexHiuH1 3aco0u SABISAIOTH COOOIO €JIEKTPUYHI, MEXaHIUHI, €JIEKTPOMEXaHI4H1 a00 €JIEKTPOHHI

IIPUCTPOI.

Bcst cykynHICTh TEXHIYHHUX 3aC001B TITUTHCS Ha (I3UYHI i armapaTHi.
®i3uyHi 3ac00M peai3yloThes y BUAI aBTOHOMHHUX MPUCTPOIB 1 CUCTEM 1 BUKOHYIOTh (YHKIII{

3arajJbHOTO 3aXKHCTYy 00'€KTIB, HA SIKUX OMpPAIboBYeThes 1H(opMarltisa. Jlo HUX CTaBIATHCS, HAPUKIIAI,
YCTPOi 3aXUCTy TEPUTOPIii 1 OyIUHKIB, 3aMKH Ha IBEPAX, € PO3MIIICHI armaparypa, rpaTH Ha BiKHaX,
EIIEKTPOHHO-MEXaHIUYHEe YCTaTKYBaHHS OXOPOHHOI CHUTHAJIM3AIIii.



[Tin amapaTHUMH TEXHIYHUMH 3ac00aMH MPUHUHATO PO3YMITH MPHUCTPOI, IO BOYIOBYIOTHCS
6e3mocepeIHbO B OOUYMCIIOBAIBHY TEXHIKY, Y TEJICKOMYHIKaliifHy amapatypy, ado MpHCTpOi, ILI0
MPAIIOIOTh 3 MOIOHOI0 arapaTyporo Mo CTaHAapTHOMY iHTepdeiicy. 3 HalOLIbIIe BIIOMUX anapaTHUX
3ac00iB MO’KHA BIZ3HAUYUTH CXEMH KOHTPOJIIO iH(OpPMAIIii 3 MApHOCTI, CXeMHU 3aXUCTY MACHBIB ITaM'sTi
10 KJIIOYY Ta 1H.

[TporpamMui 3acobu sBISIIOTH COO0I0 TIporpamMHe 3a0e3MedeHHs, CHEMialbHO MPU3HAYCHE IS
BUKOHaHHS (DYHKIIIH 3axuCTy iHpopMaItii.

Oprani3ariifHi 3aco0M 3axXHCTy MOJAIOTh COOOI0 OpraHi3aliifHO-TeXHIUHI W opraHizaliiHO-
MPaBOBI 3aX0/IM, 3/IIHCHIOBAHI B MPOIIECI CTBOPEHHS W eKCIUTyaTallil anapaTypy TEICKOMYHIKAIH st
3a0e3nedyeHHsT 3axucTy iH(opMaii. OpraHizamiiHi 3aX0Id OXOIUTIOIOTh YCi CTPYKTYPHI €JIEMEHTH
amapaTypyd Ha BCIX eTamax IXHbOTO JKUTTEBOTO MUKIY (OYMIBHHUIITBO TOMENIKaHb, MPOSKTYBaHHS
CUCTEMH, MOHTAX 1 HaJlaJlKa YCTAaTKyBaHHS, ICIIMTH W €KCILTyaTaIlis).

MopanbHO-eTHYHI 3ac00M 3aXUCTY PEai3yIOThCs y BHUIJISAI BCUISKMX HOPM, IO CKJIAJIUCS
TpaguIliiHO B AaHii KpaiHi abo ToBapucTBi. L[i HOpMH 37e01LTBIIOrO HE € OOOB'I3KOBUMH, SIK
3aKOHOJABYI MipH, MPOTE iXHE HEIOTPUMAHHS BEIE 3BUYANHO IO BTPATH aBTOPHUTETY 1 MPECTUXKY
CHiBpOOITHUKA.

3akoHOMaBYI 3acO0M 3axXHCTy BH3HAYAIOTHCS 3aKOHOJABYMMH aKTaMH KpaiHW, SKHHA
pPErIaMeHTYIOThCSA TpaBWJIa BHUKOPHCTAHHS, OMNPAIIOBaHHA 1 mepenadi iHdopmarii oOMexeHOro
JOCTYITy 1 BCTAHOBIIIOIOTHCS MipH BiIIOBIJAILHOCTI 32 TIOPYIIEHHS IIUX ITPABHJI.

HeoO0xi1HO TakoX BiI3HAYUTH, 10 BC1 PO3IIIAHYTI 3aCO0U 3aXUCTY AUIATHCSA HA (OpMabHi, 110
BHUKOHYIOTh 3aXUCHI ()YHKIIIT CTPOTO 1O 3a37aJieriib rnepeadaveHii mpoueaypi 6e3 ocoOncTol ydacTi
JIOUHY, 1 HeopMalbHi, OOYMOBJIEHI IIECIIPIMOBAHOIO AiSUIBHICTIO JIOJUHU a00 peraaMeHTyr4oi
i€ AISUTBHOCTI.

HeoOxinnicTh 3a0e3medeHHst 6e3neky 1 BAMOTH CyMICHOCTI PI3HOMaHITHUX CIIYKO iICHYIOUHUX 1
PO3pOOITIOBAIEHUX  1HPOPMAIIIITHO-00YUCITIOBAIBHUX MEpPEX BH3HAYMIIM HAMPSMOK Y JisUTBHOCTI
MixHapoaHoi oprasizamii mo crangaptusamii i MikHapoaHid chiiami enekTpo3B'szky. Kownmemiis
apXiTeKTypu OE3MEeKH OPIEHTYETHCS HA 3aCTOCYBaHHI B MEpeXkax, II0 BUKOPHUCTOBYIOTh MIKHApOIHI
CTaHJIapPTH 1 IIJIKOM BIiMOBi/Ia€ €TAIOHHINA MO B3a€MO3B'SI3KY BIIKPUTUX CHCTEeM. 3abe3meueHHs
Oe3nexn iHdopMarii npu ii mepeaayi 3AiIHCHIOETHCS CIIEiaTbHUM TiIPO3/IIIOM, IO BKIIOYAE B cede
psa cayx0, KOXKHA 3 IKUX BHUPILIYE 33a4y 3aXUCTy iH(popMallii BiJi BA3HAUYEHOI OTPO3H (CYKYIMHOCTI
MoTpo3).

VY 3aranbHOMYy BHIAJKy B cHcTeMy 3a0e3nedeHHs Oe3neku iHpopMmamii MoXyTb OyTH
BKJTFOUEHI:

1) Cnyx0a Ta€MHOCTI JaHUX — MOX€ OYTHM BUKOPHCTAaHA ISl 3aXUCTY MepelaHuX AaHHUX Bijl
CKpecaHHs 1HpOpMaIlii, 0 YTPUMYETHCS B HUX, 1 BIJl MOKJIMBOCTI MIPOBEJICHHS aHAJ13y IHTEHCUBHOCTI
MOTOKIB JIaHUX MK KOPUCTyBauaMu

2) Cnyx0a ayreHtudikamii — mpu3HaAUeHa JJIs MIATBEPKEHHS TOTO, IO B JaHUW MOMEHT
3B'SI3KY KOPHUCTYBAY € JIIMCHO THM KOPUCTYBa4eM, 3a SKOTo BiH ce0e BUIAE;

3) Ciyx0a miIiCHOCTI JaHUX — 3a0e3Meuye T0Ka3 IMUTICHOCTI TaHUX Y MPOIlecl iXHbO1 nepeaadi,
TOOTO 3abe3medye 3aXUCT TepeJaHrX TMOBIJIOMIICHb BiJl BHUIMAAKOBUX 1 HaBMHUCHUX BILUIWBIB,
CIPSMOBaHWUX Ha 3MiHYy IIepelaHNX IIOBIOMJICHb, 3aTPUMKy 1 3HUIICHHS IOBIIOMJIEHb a0o0
MepeynopsI0YeHHS MOB1IOMIICHb;

4) Cnyx06a KepyBaHHS JOCTYNOM — 3a0e3Medye 3aXUCT BiJ HECAHKIIOHOBAHOTO JOCTYMY 0
iHpopMmalii, M0 YTPUMYyeThCS B BiAJaleHUX OaHKaX JaHUX, abo0 BiJJ HECAHKIIOHOBAHOTO
BUKOPHUCTAHHS MEPEXKI;

5) Cnyxb6a minocHocTti iHdopmailii — 3abe3neuye qoka3 MITICHOCTI MTOBIAOMIICHHS, MPUIHHATOTO
B1JI BIZIMOBITHOTO JPKepesia 1 3HAXOAUThCA Ha 30€peKeHHI, HAPHUKIAA, Y TepMiHAJI-pUiAMaYl, 1 sKe
Moyke OyTu nepeBipeHe B Oyib-IKUii MOMEHT 4acy apOiTpoM (TPEeThOI0 CTOPOHOIO);

6) Ciyx6a moctaBku — 3a0e3medye 3axXUCT BiJl CPoO 3JIOBMHUCHHMKA TOPYIIUTH 3B'S30K a00
3aTpUMaTH Nepeaayy MoBiJOMIICHHS Ha 4ac, 10 MEepPEeBHILY€E Yac IIHHOCTI MepeaaHol B MOBIIOMIICHH]
iHdopmartii; g ciyx06a Oe3nmocepeHhO TOB'SI3aHA 3 TpollecaMu Tiepenadi iHdopmarlii B Mepexax
3B'SI3KY.

besneka iHpopmMartii B cuctemax TeIeKOMYHIKaIlii 3a0€3Medy€eThCs 3aCTOCYBAaHHAM KOMILIEKCY
NpUHOMIB, IO MOXHA KJIacu(iKyBaTH B TaKui criocio:



- oprasizailisi OXOpOHH MOMEIIKaHb Y TOMY YHCIIi 3 3aCTOCYBaHHSIM CHUCTEM pajliOCUTHAIII3aIlii;
3abe3neueHHs 0e3MeKu KOMITIOTEPHUX CUCTEM MPOTrPaMHUMU i anlapaTHUMU 3aCO0aMU;

- IepiOANYHE TECTYBAaHHS MIOMEIIKaHb METOJIAMU HEJIIHIMHOIT paaioJIoKaIlii,

- 3a0e3neueHHs 3aXUIIEHOCT] B/l TPOCIyXOBYBAaHHS 3aC001B MOOIIBHOTO PajIio3B'sI3KY;

- 3a0e3MmeueHHs aKyCTUYHOI O€3MeKH MTOMEIIKaHb 1 IEPCOHAIY;

- KpunrorpadiuHi 3aXo/u.

Hwxye 3ynuHUMOCS Ha aHaIi31 OpraHi3aliiHO-TEXHIYHUX TPUHOMIB.

Oprani3zamiifHi 3aX0Iy BKJIIOYAalOTh AaKTHMBHE BHMBYCHHS 1 BHKOPUCTAHHS HOPMAaTHBHO-
3aKOHOJ/1aBUOi 0a3u mo 3a0e3nedeHHi0 Oe3neku B 1H(OOpPMAIIHHUX 1 TEJICKOMYHIKAIIMHUX CHCTEMax,
no0ip TmepcoHally, IO JOMYCKAeThCs 10 OOpoOkM KOH(iIEHIIHHOI 1H(OpMaIlii, opraHizaiiro
30epekeHHsT 1 JOCTYMy 10 JOKYMEHTIB, OpraHi3aiil0 KOHTPOJBHO-TIPONYCKHOTO W OXOpPOHHOIO
peXUMY, BUKIIFOUCHHS BILUIMBY CTUXIMHHMX JIUX Ha 0e3meKy 30epekeHoi i onpanboByBaHoi iH(MopMartii
1T.0L.

Ha mouartkogiii ctazii opraHizarii poOiT:

® BCTAHOBIIIOETHCS HAABHICTh KOH(DiNeHMIHHOT iHpOpMAaIl B cUCTEMI, OLIHIOETHCS PiBEHb il
KOH(]1ACHITIATBHOCTI i 00CHT;

® OIIHIOETHCS MOXIIMBICTh BUKOPHUCTaHHS HAsBHUX Ha PUHKY cepTH(]iKamiifHuX 3aco0iB
3axXHCTy, BUXOJSYM 3 PEKUMY 0OpoOKHM i mepemaui iHopmamii B CHCTeMi, THUIY CHCTEMH, CKIIATy
OCHOBHHUX TEXHIYHHX 3aCO0IB TEXHIKH 1 T.II.;

® BH3HAYAETHCS CTYMIHb Y4YacTi MEpcoHany, (DYHKIIOHATBHHUX 1 BHUPOOHHYHMX CIYXO Yy
IpoIieci OmpalfoBaHHs 1 nepeaayi iHgopmarii, Xxapakrep IXHbOI B3aeMoii Mk co00r0 1 31 ciyx00r0
3a0e3IeueHHs Oe3MneKu;

® BH3HAYAETHCS IJIAH 3aXOIB MO0 3a0e3MeUeHHS OE3MEeKH.

Cepen opraHizamiifHuX 3axodiB IIOJO0 3a0e3nedeHHs Oe3meku iHdopMallii BaKIUBE Micle
3aiiMae OXOpoHa 00'ekTa, Ha SKOMY pO3MIlIeHa 3axXullaemMa cuctemMa (TepuTopis, OyIUHKH,
MMOMENIKaHHs, CXOBHUIIA 1HGOPMAIIHHUX HOCIIB 1 T.1I.), IIJISXOM YCTAHOBJICHHS BIJIMOBITHUX TIOCTIB
TEeXHIYHMX 3ac00iB OXOpPOHHM, IO 3amo0iraioTh po3KpajaHHs iH(OpMaliMHUX HOCIIB, a TaKoX
HECaHKLI0HOBAaHUM JIOCTYTI JI0 anapaTypH 1 KaHaJiB 3B'SI3KY.

CucteMu OXOpPOHHOI CHIHaNW3allii MOKHA YMOBHO BIJHECTH JI0 OJHOTO 3 JIBOX OCHOBHHUX
BU/IIB: aBTOHOMHI 1 LIEHTpaji3oBaHl. B cBoro depry, aBTOHOMHI CHCTEMH OXOPOHHOi CHUTHalIM3alii
MOXYTh MOJIaBaTM CHUTHAJ TPUBOTM Ha MiClll YCTaHOBKM abo0 IiepefaBaTH IIOBIOMJICHHS Ha
BijaieHnil mynbT. lleHTpanizoBaHi CHUCTEMH OXOPOHHOI CUTHANW3alli 3BMYAHO MPUITYCKAIOTh
HasBHICTb MyJbTa, HA SKOMY BIOOpaXXaeTbCsl CTaH O0'€KTIB IO OXOPOHSAIOTHCSA, 1 YEProBOTO
MIEPCOHATY.

Haii0inplie mommpeHHs cepell BiIOMYHMX CHCTEM OXOPOHHOI CHUTHAIM3allili paHille oJepiKau
CUCTEMHM, Yy SKUX amaparypa aHajizy cTaHy OO'€KTIB IO OXOPOHSIOTHCS 30Cepe/KeHa Ha
LHEHTPAJIbHOMY MYJbTi, @ 3B'SI30K 13 PO3TAIIOBAaHMMU B OXOPOHHHUX MOMEMIKaHHAX JaTYUKaMH
3MIMUCHIOETHCS IO BUAUICHUX TMPOBITHUX JIHISX. Y 3aralbHOTPOMAISHCHKUX CHUCTEMax CHUTHaJI3aril
(mo3aBijloM4a OXOpOHA) amaparypa aHali3y cTaHy oOO0'€KTa 3HAaXOOUThCSd B TIOMEIIKAaHHI IO
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OXOPOHSIETBCS, a 3B'SI30K 11 3 amaparypor IEHTPAIbHOTO TyJbTa 3IIHCHIOETBCS TIO JIHIAX

Tene(OHHOTO 3B'SI3KY.
[{um cucTemMaMm OXOPOHHOI CHTHAJI3AIll BJACTHBI TaKi HEIOTIKHU:



1. HasBHICTP TIPOBIAHOTO 3B'A3KYy MDK IOMEIIKAHHSM IO OXOPOHSIETHCS 1 IEHTPaIbHUM
MyJBTOM, & TAKOX JIOCHTH MPOCTI CUTHAJIM B JIHIAX 3B'A3KY JUIIAIOTh MOXJIMBICTH ITiIKIIOUEHHS 10
[IUX JIHIN 13 METOI0 3JIOYMHHOTO MOPYIICHHS MPaBUWJILHOTO (PYHKITIOHYBaHHS CUCTEMHU.

2. OOMexeHHs 10 YuCTy a0OHEHTIB Y 3B'A3KYy KOHIICTILIIEIO ariapaTHOTO PillICHHS.

3. Sxicte TenedoHHUX 1 BUAUICHUX JIiHINA 3B'SI3Ky HEAOCTaTHBO BHUCOKE ISl 3a0e3redeHHs
BUCOKOI HajidHOCTI poboTn cuctemu. IlinTpumka ix y poOouoMmy cTaHi HOB'si3aHa 3 10JATKOBHMHU
[OTOYHUMH BUTPATAMH.

4. TligkaroueHHsT HOBUX 00'€KTiB MOTpeOye HasBHOCTI TesneOHHOT ab0 MPOKIAAKH BHALICHOT
JIHI{ 3B'A3KY, 10 301IBIITY€E PO3MIp MOYATKOBHX BUTPAT 1 00OMEKYE MOKIMBICTh PO3IIUPEHHS CUCTEMHU.

5. Y pamkax, ICHYIOYHMX CHCTEM HEMOXJMBO 0€3 ICTOTHHUX KaIliTaIbHUX BKJIaJICHb
HAKTIOYSHHS BiIAJICHUX OKPEMO PO3TAIIOBaHUX O0'EKTIB.

Jlns HamiitHOTO 3aXUCTY TEPUTOPIi 00'EKTIB CydacHUI KOMIIJIEKC MMOBUHEH MICTUTH B 001 Taki
OCHOBHI KOMIIOHEHTH:

® MEXaHIYHY CUCTEMY 3aXHUCTY;

® TIPUCTPIH OMOBIIIEHHS PO CIIPOOH BTOPTHEHHS;

e ONTUYHY (TENEBi3iliHY) CHCTEMY BITi3HAHHS IMMOPYIIHUKIB;

® [CHTPAJIBHUI TOCT OXOPOHH, L0 3IIHCHIOE 30ip, aHaNi3, pEeECTpalilo W MpencTaBICHHS
MOBIIOMJICHb, IO HAIXOAATh, a TaKOX KepyBaHHsA mnepudepiitnumu mnpuctposimu (O6pamoro,
3aropoKCHHSAMU U 1H);

® TIepCOHAI OXOPOHH (TATPYIIi, YEProBi HA IIEHTPATIHLHOMY TIOCTY).

VY SKOCTI MeXaHIYHUX 3ac00iB 3aXUCTY BUKOPUCTOBYIOTHCS: IIeTeNIbHI a00 KaM'siHi CTiHH, POBH,
OTOpO3Ki, CHEIiabHI IPOTOB1 OrOPOKEHHSI, ITaxeTH i iH. L{i mepemkoau MoxXyTh MaTH OaraTopsiiny
cucTeMy IS 301IBIIICHHS 4acy OIopy IMOPYIIHUKY.

CrioBillleHHs PO BTOPTHEHHS HAa TEPUTOPIIO 1[0 OXOPOHSAETHCS 3/11HCHIOETHCS 32 JOIOMOIO0
PI3HOMAaHITHHX JAaTYHMKIB. Y CHCTEMax 3aXUCTy NEPUMETPY TEpUTOpii 63 Oropoki BUKOPHCTOBYIOTh
MIKpPOXBHJIBOBI, IH()pauEPBOHI, EMHICHI i €JIEKTPUYHI JATUUKH.

MiKpOXBUJIbOBI CHCTEMHU TPYHTYIOThCS Ha KOHTposto iHTeHcuBHOCTI CBY cnpsmMoBaHOro
BUINIPOMIHIOBaHHs IepefaBaya, M0 CcHOpuiiMaeTbes mnpuiiMadeM. CropalbOBYBaHHsS CHUTHAJI3aLlil
B1JIOYBAa€TbCSA MpPHU IEPEPUBAHHI IILOIO CIPSIMOBAHOTO BUIPOMIHIOBaHHS. [lOMHMIIKOBI BMHKaHHS
curHaizauii (MOMUJIKOBA TPUBOIa) MOXKYTh OYTH 00OYMOBIIEHI IIEpEMIIIEHHSAM Y KOHTPOJIbOBaHIN 30H1
TBapHHHU, BIUIMBOM POCIHMHHOCTI, aTMOC(EpHHUX OIaiiB, MEPECYBaHHAM TPAHCIHOPTHUX 3aco0iB, a
TaKO’X BIUIMBOM CTOPOHHIX IepeaBayiB.

VY iHppayepBOHUX CHUCTEMax MK Iepe/laBayeM 1 MpuiiMadyeM KOHTPOJIOETHCS 1HTEHCUBHICTh
MOHOXPOMAaTHYHOI'O CBITJIOBOTO BHIIPOMiHIOBaHHS B HeBuauMmiil IY oOnacti. CropanboByBaHHS
CUTHaJTI3aIll BIIOYBA€ThCS TIPH TIEpepUBaHH1 OJJHOTO a00 JEKIJTBKOX CBITIOBUX MpoMeHiB. [ToMumkoBi
BMUKaHHS CUTHAJI3allll MOXXYTh OyTH OOYMOBJIEHI MEpeMIllleHHSIM y KOHTPOJIbOBaHiil 30HI TBAapHH,
CHUJIBHUM TyMaHOM a00 CHITOITaIOM.

[TpuHIMn 111 €MHICHOT CUCTEMH OTIOBIIIEHHS TPYHTYEThCA HAa (JOPMYBaHHI €JIEKTPOCTATHYHOTO
MoJISi MK TIapaJIeIbHO PO3TAIIOBAaHUMH TEPEJAIOYMMHU 1 CIIPUUMAIOYMMHU JPOTOBUMH EIIEMEHTaMHU
crenialbHOTo oropokeHHs. CrpalbOByBaHHs CUTHANI3aMii BiIOYBAa€eThCS MPH peecTpallii BUZHAYEeHOT
3MIHU €JIGKTPOCTATUYHOTO TIOJIs, IO Ma€ Miclle Mpu HAOMKEHHI JIOJUHU JI0 EJIEMEHTIB
oropo/pkeHHs. [IOMHIIKOBI BMUKaHHSI CUTHami3alii 0OyMOBJIEHI NMEpPEeMillleHHSIM TBAapHHHU, BIUIMBOM
POCITMHHOCTI, 3JIEJICHIHHSIM €JeMEHTIB OrOpO/KEHHS, aTMOC(EepHUMH BILTUBaMU a00 3a0pyAHEHHSIM
130JITOPIB.

EnextpuyHi cucteMu ONnoBILIEHHS 0a3yl0ThCsl HA BUKOPUCTaHHI CHEIiaIbHOTO OTOPOKEHHS 3
JIPOTOBOTO MaTtepiaiy, 10 IPOBOJUTH CTpyM. KpuTepiem crpaiiboByBaHHs CHUTHAi3allii € peecTpartist
3MiH EIIEKTPUYHOTO OMNOPY EJIEMEHTIB, IO MTPOBOIATH CTPYM HpPHU JOTHKY 10 HUX. [loMHIKOBI
BMUKaHHSl CHTHaJi3alii MOXYTh OYyTH BHKJIMKAaHI TBapUHHUMH, POCIMHHICTIO a00 3a0pyAaHEHHSIM
130JITOPIB.

Cucremu 00'€eMHOr0 KOHTPOJIIO TOMEIIKAaHb 1 TepUTOpid. BOHM 3acHOBaHI HAa TOMY, ILIO
(bikcyeTbest 00'eMHe moJie, yrBopeHe naruyukoM-reneparopom (CBY, T4, ynerpasByk i iH). [1pu mossi
CTOPOHHBOT'O 00'€KTa KOH]Iryparlist MoJist 3MIHIOETbCA, 110 1 (PIKCYETHCS MpUIMayeM.

Cuctemu, 1m0 pearyiTh Ha 3MiHY SKHXOCh (DI3WYHUX MapaMeTpiB ONTHYHUX KaOeliB mpu
TOpKaHHI # iH.



Y MexaHIYHUX CHCTeMaxX 3axHCTy TepuTopii (oropoka, OyIWHKH, CTiHH, BiKHa 1 T.1I.)
BUKOPHUCTOBYIOTbCS PI3HOMAaHITHI JaTYMKH: BiOpamliiiHi, aKyCTH4YHI, eJNEKTPUYHI InepeMukadi (3
KOHTaKTaMHu ), eJIEKTPUYHI APOTOBI €JIEMEHTH (CIpallbOBYBaHHs BiOyBaeThCs mpu aedopmariii ix).
[upoke MOMMPEHHs 3HANILINA TEJIEBI31iHI CHCTEMH CIIOCTEPEKEHHS i OMOBIILICHHS.

Jlns1 3aro0iraHHs BTOPTHEHHS Ha TEPUTOPIIO, 110 OXOPOHSAETHCS, BUKOPHCTOBYETHCS CUCTEMA, Y
AKIM 3HaXOJSATh 3aCTOCYBAaHHS OCBITIIOBAJIbHI 200 3BYKOBI CHTHAJIbHI YCTAHOBKH. Y 000X BHIAJKaX
MOPYIIHUK, 10 HAMAraeThCsl IPOHUKHYTH HA TEPUTOPIIO 110 OXOPOHSIETHCA, IHPOPMYETHCS PO Te, 110
BiH BHSBJICHHH OXOpPOHOIO, IO POOUTH IUIECHPSIMOBAHMN TICHXOJOTiYyHMM BIumB. Kpim TOTO,
BUKOPHCTAHHS OCBITJIIOBAIbHUX YCTAaHOBOK 3a0e3Medye CIPUSATINBI YMOBH IS JIill OXOPOHU.

CkJaHi KOMIUIEKCH 3aXHCTy TEPUTOPIH 110 OXOPOHSIOTHCS, SIKI CKIaaloThCs, SIK MIPABUIIO, 13
JEKUIBKOX CHCTEM, MOXYTh €(QEKTHBHO (DYHKI[IOHYBaTH 3a YMOBH, IIO0 POOOTa BCIX TEXHIYHHUX
YCTaHOBOK IOCTIHO KOHTPOJIIOETHCS 1 YIIPABISIETHCS ICHTPATIBHUM ITPUCTPOEM.

Haii0inpm mommpeHnM 3acoboM HeWTpamizalii BipyciB € aHTHBIpYCHI Nporpamu (aHTHBIpYCH).
AHTHBlpycn BUXOJSIYM 3 PEalTi30BaHOTO B HHUX MIJXOAY 0 BHABJICHHsS 1 HeHTpamizauii BipyciB,
NPUAHATO AUTUTH HA HACTYIHI TPYIIH:

® JICTEKTOpH;
¢baru;
BaKIIMHU;
HICTIJICHHS;
peBi3opu;
MOHITOPH.
Jlerextopu 3a0e3nevyroTh BHSBICHHS BIPYCiB 3a JOMOMOTOIO IMPOTJISAAHHS BHUKOHYBAHHUX
(aiiiniB 1 MOIIYKY TaK 3BaHUX CUTHATYp - CTIMKUX MOCIiJOBHOCTEH OalTiB, HASBHUX B TLIaX BITOMHX
BipyciB. HasiBHICTh cUrHaTypH B SIKOMYy-HEOyIb (ailyll CBIAUYUTH MPO HOTo 3apak€HHs BIANOBIAHUM
BipycoM. AHTHUBIpYC, II0 3a0e3nedye MOMIJIMBICTh TMOIIYKY PI3HMX CHUTHATyp, Ha3UWBaIOTh
TOJTIIETEKTOPOM.

@daru BUKOHYIOTh (DYHKIIIi, BIACTHUBI JAE€TEKTOpaMm, ajie, KpiM TOro, «BUJIIKOBYIOThY» 1H(IKOBaHI
IIpOrpaMu 3a JIONIOMOTOI0 «BHUPI3yBaHHs» BipyciB 3 ix Tul. [lo anamorii 3 momigerekTopami, Qaruy,
Opi€EHTOBaHI Ha HEHUTpati3allito pi3HUX BIPYCiB MalOTh Ha3BYy MoJtidarami.

Ha BinMiny Bin neTekTopiB i ¢ariB, BaKIIMHH 3a CBOIM NPHUHIIMIIOM il MOMIOHI 70 BipycCiB.
BakuuHa iMmiIaHTyeTbcss B NporpaMy, IO 3aXMIIAE€THCS, 1 3alaM'siTOBYe psl KUJIbKICHUX 1
CTPYKTYpPHUX XapaKTepPHCTUK MporpamMu. SIKIIO0 BaKIMHOBaHA TporpaMa He Oyia J0 MOMEHTY
BaKLMHAI] 1H(IKOBAaHOIO, TO MPHU MEPLIIOMY XK HICIsA 3apaXeHHsS 3alycKy BiIOyJIeTbcs HACTYIIHE.
AKTuBI3allis HOCIS Bipyca MpHUBEAE A0 OTPUMaHHS BIPYCOM KEpYBaHHS, SIKWM, BUKOHABILIU CBOI
IUTbOBI  (DYHKIIII, NepenacTb KepyBaHHS BaKLMHOBaHIA mporpami. Y OCTaHHIM, B CBOIO 4Yepry,
CIIOYATKy KEPYBaHHS OTPUMAE BAKIMHA, KA BUKOHAE MEPEBIPKY BIAMOBITHOCTI 3amaM’ STOBAaHUX HEIO
XapaKTepUCTUK AaHAJOTIYHUM XapaKTepUCTHUKaM, OTPUMAHMM Yy IE€BHUH MOMEHT. SIKIIO BKa3aHi
HabOpH XapakTEpUCTUK HE CIIIBMAJAI0Th, TO POOUTHCS BHUCHOBOK MPO 3MIHY TEKCTY BaKIIMHOBAHOI
porpamMm BipycoM. XapaKTepUCTUKAMH, BUKOPUCTOBYBAaHHMMM BaKIIMHAMH, MOXXYTh OYTH JTOBXXKHHA
nporpamu, ii KOHTpoJibHa cyMa 1 T.1. [IpuHumn naii mernsieHs 6a3yeTbest Ha 00Ky Tiel 00CTaBUHU, 1110
Oynab-sSKui Bipyc, SIK MPaBUIIO, TO3HAYAE MPOTPaMH, IO 1H(DIKYIOThCS, SKOI0-HEOYIb 03HAKOIO 3 THM,
00 He BUKOHYBAaTH iX IOBTOPHE 3apakeHHA. Y IHIIOMY BHIAAKy Majo O Miclie OaratokpaTHe
1H(IKyBaHHSA, CYIPOBOKYETbCS ICTOTHUM 1 TOMY TaKHUM, 11O JIETKO BUSBIISIETHCS 30UIBIIEHHAM 00'eMy
3apakeHuX mporpam. lllemyieHHs, HE BHOCSYM HISKMX IHIIMX 3MiH B TEKCT TIPOTPaMH, IO
3aXUIIA€THCSA, TI03HAUAE 11 TIEH0 K O3HAKOIO, IO 1 BIpyC, KWW, TAKUM YHHOM, MICJS aKTHBI3amii i
MepPEBIPKH HASIBHOCTI BKa3aHO1 O3HAKH, BBAXKAE 11 1H(PIKOBAHOIO 1 «3AIIUIIAE Y CIIOKOI».

PeBizopu 3a0e3meuyroTh CTEKEHHS 32 CTAHOM (PaiiyIoBOT CHCTEMH, BUKOPUCTOBYIOUH IS LIOTO
MiIXi7, aHaJOTIYHUK peadi3oBaHOMY Yy BakmuHax. [Iporpama-peBi3op B Tpoleci CBOTO
(GYHKLIOHYBaHHS BHUKOHYE JI0 KOXXHOTO BHKOHYBAaHOTO (ailly MOpIBHSAHHA HOro IMOTOYHHUX
XAPaKTEPUCTHUK 3 AHAIOTIYHUMHU XapaKTePUCTHUKaMH, OTPUMAHUMHU B XOJI1 MONEPEIHbOr0 Meperisny
¢aiiniB. K10 IpU IBOMY BHUSBISETHCS, 110, 3T1HO HASBHOI CUCTEMHOI iH(popMartii, Gpaiia 3 MOMEHTY
HONIEPETHBOTO MEPETJIsAy HE OHOBIIIOBABCSA KOPHCTYBaueM, a MOPIBHIOBAHI HAOOPH XapaKTEPUCTHK HE



CHIBMANalOTh, TO (aitm BBakaeTbcs 1H(IKOBAaHUM. XapaKTEpUCTUKH BUKOHYBaHMX (haiiiiB,
OTpPHUMYBaHI B XOJ[i YePrOBOIO MEPETIIALY, 3aaM’ ITOBYIOTbCS B OKpeMoMy ¢aitni ((aiinax), y 3B's13Ky
3 YMM 30UIBIICHHS JOBXHH BUKOHYBaHMX (haijIiB, 110 Ma€ Miclie TIPHU BaKIMHAIlll, B JAHOMY BHITaJIKy
He BigOyBaerhcs. IHIIA BiAMIHHICTH PEBI30piB B BAaKIMH MOJSATa€ B TOMY, IO KOXKEH MEPeriisj
BUKOHYBaHUX (haiisliB peBi30pOM BUMArae Woro moBTOPHOTO 3aBAaHTAKCHHSI.

MoHITOp € Ppe3UJCHTHOIO MPOrpaMol0, IO 3a0e3Medye MEepeXOIUIeHHS MOTEHIIIHO
HeOe3MeUYHNuX MepepuBaHb, XapaKTePHUX IS BIPYCIB, 1 10 BUMAarae y KOPUCTYBadiB MiATBEPKCHHS
Ha BUKOHAHHA Ollepaliii, HACTyMHUX 3a TMepepuBaHHAM. Y pa3i 3a0opoHu abo BiJCYTHOCTI
MiATBEP/KESHHS MOHITOP OJIOKYEe BUKOHAHHS TPU3HAYCHOT ISl KOPHCTYBava MPOrPaMH.

AHTHBIpYCH PO3IVISIHYTHX THITIB ICTOTHO MiJABHINYIOTH Bipyco3axuieHicTh okpemux I[IK i
O0YHCITIOBAIFHUX MEPEXK B LiJIOMY. BioMO psii HEZOMIKIB IPH BUKOPUCTAHHI aHTUBIPYCiB. Y 3B'SI3KYy
3 MM HeoOXigHa peaiizaimis aJbTEPHATUBHHMX IIIXOJIB N0 HEWTpamizamii BIPYCIB: CTBOPCHHS
ONepaliiHUX CHCTEM, IO BOJOAIIOTH BHCOKOIO BIPYCO3aXMIICHICTIO B MOPIBHSHHI 3 HalOLIbII
«IpyxkHBOI0 710 BipyciBy MS DOS, po3pobka amapaTHuX 3ac00iB 3aXHCTy BiJ BIPYCiB 1 JOTPUMaHHS
TEXHOJIOT11 3aXUCTY BiJ] BIpYCIiB.

| MixMepeKHUI eKpaH - 1ie Hadip MOB’A3aHUX MK COOOI0 MPOrpam, M0 BCTAHOBIIOIOTHCSA Ha
KOMIT'IOTEpi, SKHI MICTHUTh PEeCypCH BIACHHKIB Ta 3aXHUIIa€ iX BiJl KOPHUCTYBadiB 13 30BHIIIHBOI
Mepexi, Hampukian Internet. BracHuk kommiorepa, mo Mae Buxig B Internet, Bcranoiroe
MDKMEpPEXKHUN eKpaH, o0 3armoOirTH OACp)KaHHIO CTOPOHHIMH KOH(MDIACHIIHHUX JaHUX, KOTpI
30epiraroTbcs Ha KOMIT'IOTEPI, a TaKOX JJIs1 KOHTPOJIIO 32 30BHIIIHIMU pecypcam, 0 SKHX MalOTh
JOCTYIH 1HILI KOPUCTYBaui JAHOT KOMIT FOTEPHOI CUCTEMH.

Psin 3aBaHb CTOCOBHO 3aXWCTY BijJl HAHOUIBI IMOBIPHUX aTak I BHYTPIITHIX MEPEK 37aTHI
BUPILIYBATH TUIBKK MDKMEPEXH1 €KpaHu. Y BITUM3HSHIN JIiTepaTypi yacTille 3yCTpidyaloThCsl TEPMiHU
iHO3eMHOTO Mmoxo/keHHs: Opanamayep i firewall. [Toza koM’ roTepHoOO cdheporo OpanaMayepom (Uu
firewall) Ha3MBalOTH IPOTUTIOKEKHY CTIHY, 3pO0JICHY 3 BOTHECTIHKAX MaTepiasiB, 00 MePEeIIKOIUTH
MOLIMPEHHIO TMOXeXi. Y cdepl BUKOPUCTAHHSA KOMIT IOTEPHUX TEXHOJIOTIH MIKMEPEXKHHUH eKpaH
CTaHOBUTH c000I0 Gap’ep, 110 3aXHUIIA€ Bl YMOBHOI MOXKEXKI - CIIPOO 3T0BMUCHHUKIB HECAaHKIIIOHOBAHO
BTOPTHYTUCS Yy BHYTPIIIHIO MEPeXy JUIsl BUMHEHHS NPOTUIPABHUX Mid. MDKMEpeXHUH eKpaH
MOKJIMKAHUI CTBOPUTH O€3MEYHHUI JOCTYI /0 30BHIIIHBOI MEpEXi Ta OOMEXHUTH JOCTYI 30BHIIIHIX
KOPHCTYBaYiB JI0 BHYTPIIIHbOT MEPEXKI.

Bubip ontumansHux MikMmepexnux ekpaniB (firewalls) — me, ronoBHHM 4YWHOM, TMHUTaHHS
MPAaBUIBHOTO CHIBBIJHOIIEHHS MK BHUMOI'aMH KOPHUCTYBa4iB CTOCOBHO JOCTYNy Ta BipOTiJHOCTI
HECaHKLIOHOBAHOro Joctyny. B inmeami cucrema mae 3amo0iraT Oy/Jb-KOMY HECAHKI[IOHOBAHOMY
BTOprHeHHI0. OHaK, BpaxoBylO4YH MIMPOKUH criektp Web-cepBiciB, HeoOXiqHUX KopucTyBauyam, ftp,
telnet, SNMP, Network File System, IP tenedowis, enekTpoHHa MOMITa TOIIO, JOCATHYTH MEBHOTO
piBHS 3aM00iraHHs HECAaHKI[IOHOBAHOMY BTPYUYaHHIO JTy>KE€ Ba)KKO.

OcuoBua Mmeta firewall - He HONMyCTHTH HECAHKIIIOHOBAHOTO JIOCTYIY B JIOKAJIbHY MEPEKY
yepe3 Internet muisixom meperssily MakeTiB JaHMX 1 BUKOPUCTAHHS CHEliaJbHUX 3aco0iB
MIITBEP/HKEHHST TIOBHOBAKEHB IS J0/aTKiB. [lepersin makeTiB MpOBOJAUTHCS 3 METOI OJIOKYBaHHSI
nigo3piinx BUIIB Tpadika. DyHKIIT MiATBEPKEHHS MOBHOBA)XEHbB, SIKI OPIEHTOBAaHI HA MPUKIATHI
MporpaMu, 3I1MCHIOIOTH MOBHUN KOHTPOJIb 1 MEPEBIPKY Ha JAOMYCTUMICTh YCIX BXIAHHMX 1 BHUXIJHUX
naHux. Yce Oumbine (axiBUiB Yy Taimy3i 3axucTy iHpopMmalii NPUXOAUTH A0 PO3YMIHHS, IO
Bukopucranns firewall ayms 3axucty nokanbHOT Mepeki 3HAYHO 3MEHIIYE PU3UK HECAHKI[IOHOBAHOTO
BTpy4aHHs uepes Internet.

Psan firewall mo3BonsitoTh Takok OpraHi3oByBaTH BipTyasibHi KopropaTtuBHi Mmepexi Virtual
Private Network (VPN), mo 00’eqHyOTh IeKijbKa JOKAILHUX MEpEekK, BKIOUeHUX y Internet B oy
BIpTyaJIbHy Mepexy. Taka cuctema 103BOJIsiE OpraHi3yBaTH MpPO30pe JUIsl KOPUCTYBAyiB 3’ €IHAHHSI
JIOKAJIbHUX MEpexk, 30epiraloun CEeKpeTHICTh 1 HUTICHICTh iH(OpMaIlii, 1110 MepeJaeThes 32 JOMOMOT 00
mudpyBanus. [Ipu npomy ming vac nepenadi ganux mo Internet mmdpyerbest He nuiie iHGOpMaIis,
IpU3HAYCHA JJIs1 KOPUCTYBaya, ajie 1 MepexHa - MepexkHi aapecu, Homepu noptis Tomo. VPN cTBoproe
3axuineHe 3’ eqHanHs yepe3 Internet. 3apas moaioHe BUKOPUCTOBYETHCS B 0araTb0X TEXHOJIOTISX.



HaBenemo mepenik Ta KOPOTKY XapaKTEPUCTUKY HaWOIIBII PO3MOBCIOKEHUX 3ac001B

CTeraHorpadiuHoro 3axucry:

1.

Steganos v.1.4. — mporpama, sika MOXXE IPUXOBYBaTH 1HGOpPMAIliI0, BUKOPHUCTOBYIOUH
creraHorpadiuni Meronau, 1 mudpyBaTH ii 3a JONOMOrOI TEXHOJOTii Kpunrorpadii.
[Ipusnauena mis po6otu B cepenonuini DOS. J[ae MOXKIMBICTh IPUXOBYBATH BC1 BUIU (aiiiIiB
y rpadiunux ¢aitnax popmary BMP, y 3BykoBux ¢aiinax ¢popmary WAV 1 VOC, TekcToBux
ASCII. Moxe He Buiydatu (aitnm “moBITOMIICHHS 1 CTBOPIOBATH PE3EPBHY Komito (haiina
“xonTeitHepa”. OTpUMaHUil B pe3ynbTaTi LBOro HepeTBopeHHs ¢aitn popmaty BMP moxna
nepeBecTy B iHIII TpadivHi popMaTh, HE PYHHYIOUH CTPYKTYpPY 300pakeHHs, Hanpukiaa, GIF,
1 3BOpPOTHO 0€3 BTPATH 3aK0A0BaHOI iH(pOpMAIIii.

Hideseek — nporpama moxe npuxoByBatu Qaiin “moBigomieHHs” nuie y rpadiunux daitnax
GIF, a HaitbUIbIIIe PO3IIMPEHHS €KpaHy, 3 SKUM BOHA MOXKe mpaitoBaTu, — 320*480 mikcemis.
Hide 4PGP v.1.0 — mnporpama, mnpu3HadeHa jiss pobotu B cepemoBumii DOS. Moxe
PHUXOBYBaTH BCi BUAW (aiiniB y rpadiunux daiinax ¢popmary BMP (256-konbopose abo 24-
OiTHE 300pa)KeHHS HE TIOBMHHO OyTH CTUCHYTHUM) 1 3ByKOBHX (aiinax ¢popmary WAV i VOC.
PGE v.1.0 — nporpama, 1o Takox mpaiitoe B cepenouini DOS. Mosxe npuxoByBaTH BCi BUAU
¢aitniB y rpadiunux daiiinax popmary GIF (87,89) i PG (JFIF).

S-Tools v.4 for Windows — nporpamuuii 3aci0, 110 J1a€ MOXJIHBICTh MPUXOBYBATH BCI BHIH
¢aiiniB y rpadiuanx gaitnax popmary BMP i GIF i 3BykoBux ¢aitnax popmary WAV. Ilpu
poboTi cTBOprOE HOBHMM (hailyl 3 3aK0j0BaHOK iH(OpMaIi€ro. Mae 0araTOBIKOHHUN PEXKUM
poOOTH 1 MOXe OHOYACHO KOAYBATH KibKa (paiiiniB. BukopuctoBye Kinbpka creranorpadigHux
QITOPUTMIB, 1 KOPUCTYBAa4Y MOXKE€ BUOpATH HAMOIIBII IPUAATHUH.

White Noise StormTM — npusnauenuii s po6otu B cepenonuiini DOS. Moxe npuxoByBaTH
Bci BunM (ainiB y rpadiunux daitnax dopmaty BMP 1 GIF 1 3BykoBux daitnax ¢opmary
VOC. V xoai TecTyBaHHS HAMIEPEKOHJIMBIII pe3yabTaTH MpoaeMOHcTpyBain Steganos for
Windows 95 i S-Tools v.4.
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